NOLWATIoBAA oNnTUMU3ALUNA NEPCAHA/IBHOIO KOMMNbIOTEPA NOA,
YMNPABNEHUEM Windows OS BE3 YNPAB/JIEHUA FPYNMNOBOM NOJIUTUKU U
BUPTYANIU3ALUN. TOZIbKO ANA IUYHbIX LENENA, UHTEPHET CEP®UHTA, ONA
BEE3OMACHOW PAEOTbI B UHTEPHETE.

DAHHAA HACTPOMKA NO3BONAET HACTPOUTb CAMbIN YEUTbBIN UIU CTAPBIN KomnbloTep Ans MaKCMManbHOM
6e30nacn-|ocm n NnponsBoaAuUTE/IbHOCTU (byHKU,VIﬁ, Aaxe nocpeacrsom NUPATCKOro nporpammHoro 06ecneqe|-|m|.

BO BPEMA HACTPOMKMW HE NOAKNIOYATCA K UHTEPHETY, A IPAMBPA U NPOYEE NPOrPAMHOE OBECMNEYEHUE
YCTOHAB/INBATb NOCNE NPUBEAEHHBIX MHCTPYKLMUIA. NEPEA HAYAIOM HACTPOMKUN YBEQUTECH, YTO
KOMMbIOTEP BO3PALLEH B UCXOAQHOE COCTOAHMEE, K HYIEBOM TOYKE WU K CTAHAAPTHbIM HACTPOMKAM
NO YMOIYAHUIO! YOAZIUB NPU 3TOM BCE ®AI/NbI U CCbINKN!

HAYHEM

NOCNE YCTAHOBKU OC, NMPU NZTIOXOM, PASMbITOM USOBPAXKEHUU AUCNNEA CAENAEM CNEAYIOWMUE LLATH
EC/IU B KOMMNbIOTOPE U1 HOYTBYKE BCTPOEHA CbEMHAA BUAUOKAPTA NVIDIA nnn AMD

CAENATb CNEEAYIOLLIEE
@ Bce snemeHTbl nanenn yYnpasaeHWA - =]
'E) - +t @ » MaH... » Bcesne. v Mownck B NnaHenn ynpasneH... O

HacTtpolika napameTpos KOMNbioTEepa  Mpocuotp: @

Flash Player

£ AaMUHWCTpMpOEaHME

¥ Boccranoenenne

& [uckossie npocTpancTea
Ancnetyep yuYeTHbIX AaHHBIX
*% Nomawunss rpynna

& 3eyx

¥ Wcropua daitnoe

F Meiwe

@ Mapamerpsl MHASKCMPOBaHNUA

MapameTpel pacnonoxeHns

™3 MoakntoueHus K yaaneHHbIM paBou...

Mporpammer No ymonHaHum

& Pacnosnasanme peun

CeoicTea Gpaysepa

1B Cucrema

=] Tenedon u mogem

[ Yerparenune nenonagok

83, Yuetnbie sanuen nonssosareneii
@ Uentp oBrosnenna Windows
B Uerrp curmponnzaun

%@l Wndposanne gucka BitLocker

i. B Skpan 5

Lo~

g Asvosanyck -~

ﬂ Bpanamaysp Windows
e
=5 data v sepema

28 Jdncnetuep ycTpoiicTs

B4 JoBasneHwne komnoHeHToE B Windo...

i) SawmtHuk Windows

23 3naukn obnacTu yeeaomneHnii

2= Knasnatypa

MNanene zagaq 1 Hasurauna
MNapameTpel nanok

B Mepconannsauna

Mporpammel 1 KOMAOHEHTEI
B PaBouwe nankn

P Pernonansheie cranaapre:

@ Cemelinan GesonacHocTe

@ Cneunansreie BosmoxHocTI
LA Ynpaenenwne usetom

@ YeTpoicTea u npuHTERLI

@ LenTp moBunenocTn Windows

P LlenTp noggepsn

%= LleHTp ynpaeneHna ceTamMn 1 obuym..

A WpndTe

Q JnekTponnTaHme



=

- PazpelleHme 3KkpaHa = =

MapameTpel ancrnen

@ =t B« 3kpan » Paspew...

v & Mowck e na... ©@

@ @ > 1 !_J + Manens ynpaenesna » Boe 3nemeHTsl Nan

MaHene ynpaeneHus —
ACMALLHAA CTPaHMUE

Hactpoiika pazpelenun

3KpaHa

HacTpoiika apkocti
'@' Kannbpoeka UueeToE

HacTpoiika napametpos
3KpaHa

Hactpoiika Tekcra ClearType

Aucnneit: | 1. Undposoi nnocknit monntop (1024x768 60 M) v

WMsmeneHne pasmepa B

Bel moxkeTe YEEMUHWUTE UK ¥h quen-rauym; |Anb6cm|nan

BpPEMEHHD YEENWMYNTE TONBKD

Menkuii Msnenenne pasmepos TEKCTa W APYIMK 3NEMEHTOE

Kakne napamerpel MonuTopa cnegyeT suibpate?

JencanutensHele napamMeTpel

CHUMAEM ®J1AXKOK BO BK/NIAAAKE MOHUTOP

Ceoiictea: Digital Flat Panel {1024x768 60Hz) v 5a30E...

| AfganTtep | MoruTop |Vnpa5ner—me LLBEToM|

Twn MoHWTOPa

&III Digital Flat Panel {1024x7658 60Hz)

CBOiACTEa

MapaMeTPEI MOHUTOPS
YacToTa ofHOBNEHMA 3KpaHa:

|64 v

[[] CrpbiTh peskimbl, KOTOPLIE MOHUTOP HE MOXKET MENONbIOBATE

CHATHE 5Toro NawKa NossonaAeT seIbpaTs YacToTy obHoBNEHUS
3KPaHa, He NOAAEMKMESEMYID STHM MOHWUTOPOM, UTO MOMET
MPUBECTH K BRIBOAY HEYCTOHYMBOrD M30BPEKEHUA MK DEKE K

( HEWCMPEBHOCTH oBopyA0BaHMA.

-

OK | | OTMEHE MpHMEHKMTE

[ANEE NEPENAN B AOANTEP



CeoiicTea: Digital Flat Panel (1024x768 60HZ) v a30...

AnanTep |I'"'I0erop | ¥YrpagnsHue LLBEToMl
e

Tun ananTepa

!i Bazoewi engecagantep (Maikpocod)
u

'@]Csoﬁcrsa

Ceepnenus ob aganTepe

THN MMKpOCKEM: MNVIDIA

Tun LLAM: MVIDIA Corporation

CTpoka agantepa:  Microsoft Basic Display Adapter
Ceenenus o BIOS:  G98 Board - 06210001

[LocTynHo rpadwuyeckoil navaTi: 256 MB

Wnonb3yeToA BHOSONEMATH: 0MB
CHUCTEMHON BUOSONaMATI: 0MB
OflLei cHCTEMHOIA NaMATHI: 256 MB

| Crmcok Bcex PEXMMOE |

| 0K || OTMeHa | MpuMeHUTE

DOKEH NOABUTCA PASMEP PA3PLLUEHMA OUCNEA, KOTOPOrO HET ANA BALLEFO MOHUTOPA, KOTOPbI
YBEJIUYUT PE3KOCTb

Cnmcok Bcex PEXMMOB

CRKCoK AOCT YMHbIX PEXMMOB

&40 Ha 480, True Color (32 buTta), 64 'y
800 Ha 600, True Color (32 GuTa), 64 My
1024 Ha 768, True Color (32 bura), 64 My

1280 Ha 800, True Color (32 GuTa), 64 My
763 Ha 480, True Color (32 BuTa), 64 My
1280 Ha 720, True Color {32 BuTa), 64 My

omer

e —

NOCNE HAKXUMAEM NPUMEHUTb

Ceovictea: Digital Flat Panel (1024x768 60Hz) 1 bazoE...

Anantep | MoHuTOp I ¥NpaBneHne WseToM |

Twn ananTepa

i BasoBbiii BuaecananTep (MalikpocodT)
u

CeeaeHudA ob ananTtepe

TN MMKpOCKEM: MVIDLA

Tun LLAM: MNVIDIA Corporation

CTpoka aganTepa:  Microsoft Basic Display Adapter
CeeneHua o BIOS: G938 Board - 06210001

LocTynHo rpadmyeckoi namaATH: 256 ME

WmonbsyeTca BUaeonamMaTH: 0MB
CHCTEMHOI BUASONEMATI: 0MB
Obuwei cMcTeMHOIR NamaTI: 256 MB

CnMcor Brex permMMos |

| 0K || OTmMeHa ﬁ MpUMEHHMTE

—

=

NOCNE NOABNEHUA AAHHOIO OKHA HAXXMMAEM COXPAHUTb U3MHEHUA



MNapamMeTpel 3KpaHa

Bbl xO0TWTe COXpaHWTh 3TW NapaMeTpbl 3kpaHa?

—7
| CO](pEHHTb HIMEHEHWNA | OTMEHNTE M3MEHEHKNA |

Bosepat k npesxHiM napaMmeTpam 3kpana Jepes 14 cex

No34PAB/IAKO SKPAH HACTPOEH!

NOC/IE BHOBb 3AXOA4UM B NAHE/Ib YNPABNEHUA N HACTPAUBAEM 3ALLMTHUK WINDOWS DEFENDER

] 3awmtHuk Windows

Cocroanwe Komn LIOTEPA: ZalMLLeH

Q6HOBMTL

33LMTa B PEAIBHOM BPEMEHN
" | MpoeepaTs apxMeHbIE dainel
Wckntodertble daiinel n pacnom posep P ¢ -

Brntouats B Nnposepky apxveHele $aiiel, HanpuMep

Wcknrouertele Tunel faiinoe
WeckntoueHHble NpoLeccel (

MpdeepaTs ChEMHEIE HOCUTENK
( Brnbouats B NOAHYH NPOBEPKY CHEMHBIE HOCUTENM, T
ASLW-NamATH.

AgmuHncTpatop
[[] Cospate Touky BOCCTaHOBAEHNA CHCTEMEI
Co343BaTh TOUKY BOCCTAHOBNEHMA CUCTEMBI NEPEA Y
0GHapyKEHHBIX OGBEKTOE M NOMELLEHWEM WX B KapaH

PELLMTE BCEM MOMB3CBATENAM NPOCMATPUBATE Pel
PELLMTE BCEM MOB30BATENAM 3TOMO KOMMBIOTERE
obHapyxeHHble obvekTel Ha Bnagre "Kypnan", (B pe
oBbekTbl, KoTopbie 0BBIMHO CKPBITEI AR 3aLLMTEI KOH
nonLzoeaTensi.)

[¥] ¥panate alinel B KAPaHTUHE YEepes: 3 mecAua

Dalinel B KAPaHTUHE BCTaHYTCA BAOKMPOBAHHEIMMK, NC
< > WCNOB30BAHNE MW HE YIANTE WX,

nﬂ CDXPEHMTh HMEIMEHEHNA

HE 3ABbIBAEM COXPAHUTb

OANEE BXOAWM BHOBb B NMAHE/Ib YNPAB/IEHUA

Bce anemenTsl naHenwn YNpasneHWA = B

}CE INEMEHTEI MAHENK YNPABAEHNA v O Mownck & nanenw ynpasneqna 0

repa MpocmoTp: 4

[ Astosanycx ( 9 AgMuncTpuposanne \ a__

[ara v spema

‘9 Boccranosnenmne

20 Jdncnetuep ycTpoiicTs Jrcnetyep yHeTHbIX AaHHBIX

@) Nomawwmnn rpynna 8 330 umHine Windows

B2 3naukn oBnacTi yeE4OMAEHKI '39 WeTopua daiinos

F Meiws MaHenk 33434 U HABUraLKMA
Mapametpel nanok MapameTpel pacnonoxeHna

3 Mogkntouenna k yaanermbin paGou... MporpamMmel  KOMNOHEHTSI

BXogum B 6paHgmayap (ceTesas 3awuTa)



Garin

ey

CpeacTea paboThl © APALIKAMK AAMHHHCTpHpOBaHHe
0eAUTECA Bug YnpaeneHme
L€ IMIEMEHTEI NAHEAN Y., b AJMUHNCTPUPOBAHNE v & Mownck: AamuHncT

ran : Jata nzmeHeHus Tun
Windows PowerShell [SE 22/08/20139:51 AM  Apneik
@ BEpatgmaysp Windows B peskime nosel... 22/08/2013 9:39 AM  Apnbik
@_ Wruumatop iSCSI 22/08/2013 9:53 AM  Apneik
WecTounnkn aanHbx ODBC 22/08/2013 %:535 AM  Apnbix
[ Kondurypauwa cueremsl 22/08/2013 9:48 AM  Apnbik
|§g JlokaneHan nonuTrea BesonacHoCTH 22/08/2013 9:50 AM  Apnbix
@ MonuTep pecypcos 22/08/2013 9:47 AM  Apnbik
E OnTuMnzauma ANCKoE 22/08/2013 9:41 AM  Apnbik
[@E, OuucTka gucka 22/08/2013 9:52 AM  Apnbik
@ MnaHWpOBLLMK 3353HWIA 22/08/2013 9:50 AM  Apneik
{#l] MpocmoTp cobemuii 22/08/2013 9:50 AM  Apnbik
(B Caegerng o cucteme 22/08/2013 9:48 AM  Apnbik
@ CuctemHelil MOHWTOP 22/08/2013 9:47T AM  Apnbix
@- Cny#Bbl KOMMNOHEHTOB 22/08/2013 9:53 AM  Apnbik
E[g. CnyxBel 22/08/2013 9:50 AM  Apneik
Cpeacteo nposepku namatn Windows 22/08/2013 9:48 AM  Apnbik
E_;J YnpasneHne KOMMNEBIOTEROM 22/08/2013 9:50 AM  Apneik
@ ¥npaeneHue nevatsto 22/08/2013 9:39 AM  Apnbik

Jeictene

610Kupyem Bce BXogAuime nogknoyeHms!

Bug Crpaska

4 —>

g Bpanamaysp Windows & peskun

Mpaenna 4nA BXoAALLIMX Moy
Mpaenna 4na NCXogALLETD §
E'!, Mpaenna GesonacHooTA No,

[» ":_,.i Habntogeqne

. BpaHamaysp Windows B pe
KOMMEKTEPOB, paboTatoww

O630p

MNMpodwne nomena

@ Bparamaysp Windows exnk
O ExopAwme noaxknoyeHna, Hi

@ WcxonALve NoaKnioyeHig,

YacTHBIA Npodun.
@ Bpanomaysp Windows stk
O Bx0mALNE NOOKMOYEHNA, Hi

@ WexonAume nomknioueHun,

OBwmiA NpodhUnE aKTHE
@ Bpanamaysp Windows exnr
O Bxomawme nogkmoueHis, H

@ Wexogauwme nogenioyerns,

CeoficTea GpaHomayapa Wi

ks ol bbbl s CBOVICTBA GpaHAMay3pa Windows B pexvMe NoBbILLE...

T OBwwit npodnns

G Mapametpe IPSec

L TMpoduns omera

YacTHEIR Npodune

Vicakme pexam pafioTsl B Cy4ae NoOKNIOYEHUA KOMIEIOTEPE K

v

L

YACTHOA CETH.
CocTosrume
’ Bpanamaysp: Brniounts OMEHIYETCH
nye
— e
BxonAwme
NOAKNKNEHAE 3<| Enokvposats BCe NOAKMIONEHMA ¥
WexopAwme | =
NOQKNIHEHNA aspewnTs {no yMonyaHMo)
ZBWMILEHHEIE CETESHIE NOAKMIDHEHMA: HacTpouTs...
MapameTpel
7| Yka¥uTe napameTpel, yNpaEnAcLME
- Gparomayzpom Windows. HacTtpouTs....
Benerwe xypHana

YiaxuTe napameTpel BEASHUA
XYDHENOS ANA YCTPEHEHMA

HEMOoNa[oK.

Hactpouts...

|



Ceoiictea bpaHamayspa Windows B pexyme NoBbILLE...

[Npotune goMeHa Yac Nk

OBwwi npodnie MapameTper IPSec

VKaEXMTE PEXUM paBoTsl B CMYYaE NOAKMINYEHMA KOMMLIOTEPE K
oflwecTeeHHoi ceTH.

CocToatve

BpaHomaysp: BirniounTe (pexomeHaoyeTcR) W

Bropawwe

P —— Brokwposats BCe nogKmoveHna v

Wexopauwme P

TR aSpeWwnTE (Mo yMonyaHwo) v
ZAlMWEHHEIS CETESEIE NOAKMOYEHUA: HactpouTs. ..
MapameTpel

YikExuTe NapaMeTpel, JpEENALLME

GpaHamayzpom Windows. HacTpouTs...
BeneHwe xypHana

Yika¥WTe NapameTpsl BEASHUA

PEMETPL! Hactpouts...

| XyPHEnoB ANA YCTPEHEHWA
HEMoNagoK.

panee HactpamBaem napmetpbl IPsec:

CeoWctea bpaHamay3spa Windows B pexvme NoBbILE...
Mpodune gomera Yac THEIA npogunk
OByt mposirs MapameTpe: IFSec
———

MapameTpe IPsec no ymonuatmo

_'LJ Yiaxwute napameTpe! IPsec npu
[ lI'La, YCTEHOBKE BES0MaCcHB NOAKTHYEHIEA.

Wekmouennn [Psec

L Wckmouerme ICMP us scex tpefiosarmil IPsec moxeT
lII; YPOCTUTE YCTDEHEHWE HEMONAA0K CETEERM
NOKIIIOHEHNA.

Weknmounts ICMP ws IPsec: HeT fno ymonuatmi, v

AgTopusauma TyHHens IPSec

LJ YiawuTe nonssosaTensit u KOMNBOTEPEI, KOTOPbIE
R A 3BTOPM30EEHB! ANA YCTAHOBNEHUA TYHHENEHOMO
nogknioueHuA IPSec k 3TomMy KoMneloTepy.

(@ OtcyteteyeT

() JononHutensHo ACTROWT

NPoU3BOAUM PacLUMPEHHYIO HAacTPOIKYy!



Hactpoiika 3HaueHwid no ymonuanuio ans IPSec

IPSec Gymet cnonb30BaTE 3TM NapaMeTpkl ANA YCTEHOBKN
GE30MACHLX NOAKMIOYEHWIA NPW HANMMYAW BKNIO4EHHLD NPABIN
GesonacHoCT MOOKOYEHHA.

Ecnu BEIGpEHE! NapaMEeTPE N0 YMONYEHID, To GY0YT MCMoNbS0BATECA
MEpaMeTPL C GoNee BhICOKAM NPUOPHTETOM, YKa3aHHbIE B 0 bekTe
TPYMNOBOA NOIMTURK.

OBmeH Kntouamm (DcHOSHOA pexan)

() Mo ymonuarmio {pexomenayeTca)

[§J PacuwuipeHHan HacTpoiika

JawmnTa gaHHE [BeIcTpEIR peskiam)
(®) Mo ymomuaHuio (peKoMeHayeTCA)

() PacumpeHHan HacTRoRka HacTpouts

MeToa nposepin noanvHHoC M

(®) Mo ymonuanio
() KomnitoTep 1 nonbsosatens (Kerberos V5)
() Komnesotep (Kerberos V5)

() Monesosatens (Kerberos V5)

() DononHaTensHo Hactpouts

OTMEHE

NMPUMUHEHUE NAPAMETPOB - METOZJOM MNMEPEBOPA BCEX A/ITOPUTMOB:

Hanpoﬁxa AONOAHUTENBHBIX NapaMeTPOB OBMEHa KIIHUaMM —

MeToae GesonacHocv

Wenonezoeat CchnegyoumWe MeTo sl Ges0nacHoCTM np« olMEHE KMIOUaMK. Hamﬂ.ﬂLLlHeCﬂ Bbillwe
B CTMCKE GyIyT NPMMEHATLCA NEPBLIMA.

M3MeHWTL METOA BE30NACHOCTH “
MeToas! GesonacHoCTA: ——
AnropuTY NpOBEPKK LIENOCTHOCTW:

Lenochocte  Wkgposanme  Anropumv ofiMera knmoyamn
SHA-384 W
SHA-384 AESCBC 256  Hlliptic Curve Diffie-Hellman P-384' ® CommecTamocTs ¢ Windows Vista ¢ nakeTom
SHA-334 AESCBC 256  Hlliptic Curve Diffie-Hellman P-256 Ei T T ———
SHA-384 AESCBC 256  Diffie-Helman Group 24
SHA-384 AESCBC 256  Diffie-Helman Group 14
Fiin ana AFE AR AEE  PD e Feem
AnropuTv WMPpoBaHUA:
= AES-CEC 256 ]
OofaeunTe. .. WametiTs ..
® Hanexnee, vem AES-152, npw Gonbiwom
ToTaTTT T T Mapame WCNONES0BaHA pecypcos. COBMECTIM TONEKO

¢ OC Windows Vista v Gonee nosoHiamn
YikaniTe BpEMA COSAAHWA HOBOMD Knioda. Ecnn BEDCHAMA.
Bbifpatbl ofa napamMeTpa, To MpK A0CTVEKEHMA

MEPE0ro NOpora Co3AAETCA HOBLIA KIY. Anropn ofimenia kniokamn:

Diffie-Hellman Group 1 W
Ce & 3ToT anro
. - PUTM NPenocTaBNAETCA TONBKO ANA
SV 48012 G ofpatHoi COBMECTUMOCTH.
CeaHcos: —_y 1

Co3pgaém meToabl 6e30NacHOCTU OT:



MzmennTs MeTo Be30NacHOCTH

AnropuT NPOBEPKM LENOCTHOCTH:
SHA-384 W

CoemectwmocTts ¢ Windows Vista ¢ naxkeTom
oGHOENEHWA 1 1 Gonee NosaHKUMK BEPCHAMM,

ANropuT WMPOESHWA'
AES-CBC 256 ]

@ HanexHee, uera AES-152, npi Bonewwiam
MCMONE30EaHMN pecypcoE. COBMECTAM TONEKD
¢ OC Windows Vista w Gonee nosaHumm

BEDCHAMMA.

FOpATR OBMEHE KIHOUEMM:

NoBaeuTh MeTol Be30NacHoOCTH

ANropuTy NpOBEPKK LENOCTHOCTA:
MD5 ]

& He pexomengyetca. 3ToT anropumm
NPEOOCTAENAETCA TONBKO ANA COBMECTAMOCTH

C Mpeas| YLLK EEPCHAMM.
ANropuTM LWKMPPOEaHWA:

DES W

/0 He pekomenayetca. 30T anropumy
NpELOCTEENASTCA TONBKD ANA COBMECTUMOCTH

C MPEasIAYLLMMI BEPCHUAMM.

AnropuTa oBMEHE KIKUaMIK:

Blliptic: Curve Diffie-Hellman P-384 v Diffie-Hellman Group 1 ]

& 3ot anropyuT NpeQOCTAENRETCA TONEKO ANA

@ MakcumansHas GesonacHoCTs, MEKCUMENEHDE
06paTHO COBMECTUMOCTH.

MCMONb306aHWE pecypcos. COBMECTAM ToNbKO
¢ OC Windows Vista u Gonee nosaHummn
BEPCHAMM.

v G

Bo:

NOC/NE HACTPAUBAEM TAK XE BCEMW METOAAM NEPEBOPA AZITOPUTMOB 3ALLUTHI AAHHbIX:

HacTpokka 3HaueHui no ymonuadmio anqa IPSec

IPSec GyaeT Monone306aTh 3TW NapaMeTpbl ANA YCTEHOBKK
Ge30MacHsIX NOAKOYEHWA NP HANWYAA BKMOYSHHBD: MPEBAN
Ge30MNaCHOCTH MO AKMHYEHWA.
Ecnv B6IBpatil napaMeTpis! Mo YMoNYaHute, To GyyT MCNonsS0saTLCcA
MapamMeTpel ¢ Gonee BLICOKAM NPWOPUTETOM, YKa3aHHbIE B 06 beKTe
TPYINOE0N NONMTUKK.

OEmen Kniouania ([DoHOBHOR pesaan)

() Mo ymonuarmio {pekomerayeTcs)

(@) PacwmpeHHan HacTpoiika HactponTs...

() KomnetoTep 1 nonesosaTtents (Kerberos V)

23lNTa AFHHEK (GEICTDEIR PEXIM)
() Mo ymonuanmio {pekomeHayeTea)

(®) PacwmperHan HacTpoiika

MeToa NPOBEPKK NOANMHHOCTH
(@) Mo ymonyamio

() Komnetotep (Kerberos VE)

() Monezosatens (Kerberos W5)

() MononHuTensHo Hactpouts

omer

HA4YUHaA C NpUumMmeHeHua :



Hactporika napaMeTpoE 3alUThl AaHHBIX

[NapameTpkl SEWMTE A3HHEX MCNONESYTCA B NPEBMNEX BE30NacHOCTH NOAKN0YEHIA ANA SAWMTE CETEEOrD TRAhMKE.

[PEAsaTensHoS WWPPOEAHWE ANA BCEX NMPaEKUn BES0NACHOCTH NOAKMKYSHMEA, MCNONESYOWWE 3T NapamMeTpkl

LlenocTHOCTE AAHHB W WMPPOBAHWE
DT 3TV anropuTMel NpeaHESHaYEHE! ANA S3LUWThI A3HHBM 0T
MSMEHEHWMIA B CETW W COXPEHEHWA KOHPWASHLMENEHOCTA.
MepseiMi ByayT NPMMEHATECA HEXOAAWWECH B HEYane CrnucKa.

AN OPMTME ENOCTHOCTH O3HHb AI'II'OpHTMbI LENOCTHOCTH AEHHLDE M LWWPOBaHMA

Mpotok... UenoctHo... Bpems xusHW Knioua (MUHyT. .. Mpotok...  LlenoctHocTs neposarne Bpem ™
ESP SHAA 60,100 00D AHwuw ESP AESGMAC 256.. AESGCM 256 6010
AH SHAA 60,100 00D AHw ESP AESGMAC 152 AESGCM 152 6010
AHuw ESP AESGMAC 128.. AESGCM 128  60/1(
- AHu ESP  SHA-1, SHA-1 AESCBC 256 6010 a
AHwuw ESP  MD5, MD5 AESLCBC 286 B0
- AHu ESP  S5HA-1, SHAA AESCBC 152 600 -
AHwuw ESP  MD5, MD5 AESCBC 192 60710
4? AHwu ESP  SHA-1, SHA-1 AESLBC128 60
AHuw ESP  MD5, MD5 AESLCBC 128 B0A(w
< >

HoGaenTs SMEHWTE YoanuTe Msmm_lib;j Y¥oanuts

YCTAHOBUB NPOTOKO/J1bl 3aLlliUTbI C:

NzmeHnTs ajirfOPUTMbl NPOBEPKKW LEANOCTHOCTH W L. MNamerHnTs ANropMTMbl NPOBEPKKA LENOCTHOCTHA M LU...
MpoTokon MpoTokon
) ESP (pexomenayercs)
Mpotokon ESP ofecnesvBaeT KOHBMASHUMANEHOCT 1 MpoToron ESP ofiecneussasT KoHBMOEHWENEHOCTE W
LENOCTHOCTE gaHHbi nakeTa. Npotokon ESP cosmectim o LEnocTHOGTs AaHHb nakeTa. MNpotokon ESP cosmectim
npoToKonom NpeofpasoBaHWA ceTeBbx anpecos (NAT). npoToKonomM NpeofipasosaHiA CeTEBLX aapecos (NAT).
O esrum
[ofaenerve npotokona AH ofecneuwBaeT QONDNHUTENEHYID [ofiaenerwe npotokona AH ofecneyweaeT QONONHATENEHYID
uenocTHocTs saronosxa IP. 31a sosmoxHocTs HecosmecTMME © uenocTHocTs saronoska IP. 31a BosmoxHOCTE HECOBMECTMME C
NAT. NAT.
AnropuTel AnropuTrs
AnropuTM™ WWPPOBaHNA: AESGCM 256 ” AnNropuTM WUPPOBaHWA
Hapesxnes, yem AES-GCM 1592, npu Sonbluom & He pexomermyeTca. 3TOT anro[m TETFET
WCIONE30E3HWM pecypcoB. ComecTm ¢ OC Windows Vista TONLKC ANA COBMECTHMOCTH C NPEOLIDY LUMMK BEPCHAMM.

c nakeTom ofHoeneHA 1 1 Gonee NoEOHIMK BEPCHAMM.

ANropuTv MPOBEPKK LENOCTHOCTH: ' AES-GMAC 256 " [ AnropuTM NpOBEPKM LENOCTHOCTH: ! MD5 " I
@ Cosmectimo ¢ OC Windows Vis ENEHIA & He pekomengyetca. 3ToT ann

u Sones nosanvMK BepckAMl. B oTHoweHm uenocTHoCTH TOMLKO ANA COBMECTUMOCTH C NPEOLITY WMMMK BEPCHAMM.
370 skensaneHT AES-GCM 256.
Bpema cylwecTEOBEHWA Koy Bpema cylecTBEOBaHMA Koy
MiaHyT: (S 1= MiHyT: [Si]=
KB: 100,000 % KB: 100,000 =

oo O
bo:

3aKOH4YUB:



HacTpolka 3HaueHWi No ymonuaHwio ans IPSec CeoWcTea 6panamayapa Windows B pexvme Noeblwe...
IPSec GyneT nCnonbs0BaTe 3TM NapaMETRE! ANA YCTAHOBKK Mpoduns aomeHa | UacTHaii npodmns |
GE30MacHE MO0 AKNIOYEHIEA NP HANKUYKMA BKNDYEHHEDR NP3EKN Mapame ) IPSec
GES0MECHOCTA MO MCHoYEHI . Ot npogians | PaMETRE!
Ecni BoifipaHsl napameTpel Mo yMonYaHuio, To ByayT MCnons30B8aThCA MapameTpel IPsec no yMonuaHuo
MapaMeTpbl ¢ GONEE BLICOKMM NDUODMTETOM, YKESaHHKIE B 06 beKTe YRR
KaxuTe napameTpel [Psec npu
DIESSIETTIITL @‘Ej YCTaHoBKE GeS0NacHs NOOKNIDYEHWA. Hactpou ..

QfmMeH Knioyamn (oCHOBHOA pexam)

() Mo ymonuarlio (peKoMeHayeTCR)

Werniouerms IPsec
o m—
® Pacumperian Ha 5 _ L= Wewniouenue ICMP s scex tpeGoearui [Psec mokeT

R yTIPOCTWTL YCTPAHEHME HEMONAMDK CETEEIC
3awuta gaHHeD [BeIcTpoii pexam) NOQCTHOYEHAR.

® e MEHRYETER) Werniounts ICMP us IPsec:
(®) Pacwwpertan HacTpolika
AeTopusalwa TyHHenn |PSec

MeTon MpoEepKK NOAMMHHOCTH
£ R VikakuTe NoNbS0BATENEA M KOMMLH TEphl, KOTODEIE
@ Mo ymonuaHuio E_I @BTOPK30BaHb! ANA YCTAHOBNEHWA TYHHENBHOMO
nogenmioyeHnn [P Sec k sToMy KoMnsloTepy.

() KomnetoTep v nonssoeatens (Kerberos V)
() Komniwotep (Kerberos W5)
() MNonezosatens (Kerberos V5) @ OmeyTeTyeT

() HoronHutensHo HacTpouTs... () OenonnuTensHo HacTpouTs...

ri
I —
| v ook | | COmveHa |I| MpuMeHTE |

Danee HacTpanMBaem BXogalMe U Ucxogawme npasuna

BHauane co3gaém npaBuio oA U30aALMU YAANEHHOTO A0CTYNa AN1A BXOAALLEro NpaBu/a, aHaNorMYyHoe NpaBuio
nocse TpebyeTca co34aTb U B UCXOAALLMX NPABUNAX (LeNYKOM NPABO KNaBULIM MbILLN)
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» M, Habnoaerne & ioloTrayApp

8 Microsoft Edge

£ Microsoft Edge
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4
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Danee HacTpanBaem BXOAALLUUE npaBuna goctyna, nposepku u wmndposaHua Cosaasan npasuna c: PaspelueHmem
6e3onacHOro NoaKAYeHUs



Mpasuna ans BXOARWMX NOAKNIOUEHWA

Nmsa

ﬂ ioloTrayApp

a ioloTrayApp

a Microsoft Edge

a Microsoft Edge

a Secure Socket Tunneling Protocol (SSTP-exoaawumii)

o Becnposog+oit gncnneit (exoaawmii tpaduk TCP)
OBocnpousu.qune Ha yctpoiictee (qQWave, TCP, exoaawumii Tpadmk)
ﬂ Wsonaumna Y4

owcnonhsourme ouepean neqatn Wi-Fi Direct (exoaawmin Tpaduk)
owcnonbsonnne cnyx6bi ckanmposanus Wi-Fi Direct (exoaawmii padmk)
Q Korcone ynpaenenna (MMC)

Q Koncone ynpasnerns (MMC)

a MapwpyTtusauus u yaanennoiii goctyn (GRE - exogawmii)

a MapipyTtuzauma u yaanentoiin goctyn (L2TP - exoaawumin)
006Hapyxenne SSDP Play To (UDP, exoaawwii Tpadpmk)

a O6Hapyxenne cetn (LLMNR UDP - exoaawumi)

006Hapyxerme cetu (SSDP - exoaami)

a O6Hapyxenune cetn (UPnP - exoaawmin)

a O6Hapyxenune cetn (WSD — exoaawmii Tpaduk)

a O6Hapyxenne cetn (WSD - exoaawmin)

°06napyxerme ceti (Besonacrbie cobbirna WSD - exoaawmii Tpadmk)
a O6Hapyxenue cetn (aatarpammel NetBios - exoaawmii)

n O6HapyxeHue cetn (umena NetBios - exogawmin)

ﬂ O6HapyxeHnune cetn (06umit - WSD - exoaawmii paduk)

a O6Hapyxenne cetn (coberrna WSD - exoaawmii Tpadmk)
°06napyxenne cetn Wi-Fi Direct (exoaawwii padpmk)

a O6wmit gocTyn ¢ nomowero Banskoro esanmoaeiictens yepes TCP (TCP — oBuwymit exoaawmii Tpaduk)
a OcHoesl ceten - IPHTTPS (TCP - exoaawmi)

a Ocroebl ceteit — IPv6 (exoaawmii padmk IPvE)

a OcHoeeb! ceteit — RA (exoaawmii padmk ICMPvE)

a OcHoeel ceteit - Teredo (exogawmin tpaduk UDP)

o OcHoBbI CETEN — 33BEPLUEHNE MHOTO3APECHOTO NpoCaywwnBaTens (exoaawmii Tpaduk ICMPVE)

o OcHoeb! ceTeit — 3anpoc mapLupyTa (exoaawmii Tpaduk ICMPvE)

a OcHoeb! ceTeit — 3aNpoc MHOroaapecHoro npocaylwmneartens (exoaawmii tpaduk ICMPvE)

a OcHoebl ceTeit — 3anpoc noncka cocegei (exoaawmi Tpaduk ICMPVE)

o OcHoBbI CeTel — HasHaYeHne HegocTknmo (Bxoaawumin Tpaguk ICMPVE)

a OcHOoBBI CETEN — HA3HAYEHNE HEAOCTIXKMMO B CBA3M C HeoBxoaumocTeo pparmenTaumm (exogawmit Tpaduk ICMPv4)
o OcHoeeb! ceTeit — obbasneHne noncka cocegeit (exoaawmin tpaduk ICMPVE)

a OcHoBBbI CETEN - OTHET MHOrO3APECHOro NpocaywwmneaTens (exoaawmin Tpapuk ICMPVE)

ﬂ OcHOBbI CETEN — OTYET MHOrO3APECHOTO NpoCAyLWMBaTens sepcun 2 (exoaawmin Tpaduk ICMPVE)
o OcHoee! ceTeit — ownbka napamerpa (exoaawmi Tpaduk ICMPvE)

o OcHoeb! ceTeit — npesbiluerne spemenn (exoaawmin Tpaduk ICMPvE)

a OcHoee! ceteit — npotokon DHCP (Dynamic Host Configuration Protocol) (exoaawmii tpadmuk DHCP)
a OcHoeb! ceteit — npotokon DHCP (Dynamic Host Configuration Protocol) ana IPv6 (exoaawmii paguk DHCPVG)
a OcHoebi ceteit — npotokon IGMP (exoaawumii Tpadpmk IGMP)

°Ocnosu ceTeil — canwwkom BonbLuoit pasmep nakera (exoaawmii Tpagmk ICMPVE)

a Cepeep notokoeoit nepeaaqn Play To (HTTP, notokoeas nepeaaya, exoaaLumii Tpaduk)

a Cepeep notokoeoit nepeaaqm Play To (HTTP, notokoeas nepeaaya, exoaaLumii Tpadmk)

a Cepeep notokoeoit nepeaaqn Play To (HTTP, notokoeas nepegaya, exoaaLumii Tpadmk)

a Cepeep notokoeoit nepeaaun Play To (RTCP, notokosas nepeaayqa, BxoasLumii Tpadpuk)

a Cepeep notokoeoii nepeaaqn Play To (RTCP, notokosas nepeaaua, BxoasLumii Tpagmk)

a Cepeep notokoeoit nepeaaqn Play To (RTCP, notokosan nepeaaya, exoasLumii Tpaduk)




Mpaswna pas BXOAAWMX NOAKAIOYEHWH

WNma

Q Cepeep notokoeoi nepeaaqn Play To (RTSP, notokosas nepegada, exoaawwmnii Tpaduk)
5 Cepeep notokoeoit nepegaun Play To (RTSP, notokosas nepeaauqa, exoaawumii Tpaduk)
Q Cepeep notokosoi nepeaaqn Play To (RTSP, notokosas nepegada, exoaawwmnii Tpaduk)
Q Cobbitna UPnP Play To (TCP — exoaawmii Tpaduk)

g YaanenHsbiit nomowrnk (DCOM - exoaawmii Tpaduk)

Q Yaanenueit nomowHuk (SSDP TCP - exoaawmin)

Q Yaanenuet nomowgHuk (SSDP UDP - exoaawmnin)

g Yaanenueit nomowHuk (TCP - exogawmii)

Q Yaanenrbiit nomownk (npotokon PNRP - exoaawmnii Tpaduk)

g YaanenHsblit nomoLHmnk (cepeep yaanenHoro nomowyHnka TCP-exogaiymii)

Q DyHkuymonaneHocTs Play To (qWave, UDP, exoaawmii Tpaduk)

Danee HacTpanBaem UCXOOALUME npaBuna goctyna, nposepku u wndposaHmna Cosgasan npasuna c: PaspelueHnem
6e3onacHoOro NoAKAYeHus

MNpaswna pns MCXoAAWLETO NOAKAIOYEHNA

Wmas

ﬂ Secure Socket Tunneling Protocol (SSTP-ncxoaawmii)

a Becnposoaroi gncnneii (ncxoaawmii tpadmk TCP)

ﬂ becnposoaroi gncnneit (nexogawmin Tpadmk UDP)

o Bocnpowseepenne Ha yctpoiictee (qWave, TCP, noxogawmin Tpaduk)
a Wzonauma ¥/

o Wcnonssoeanue ouepean nevatn Wi-Fi Direct (mcxoaawmin Tpadmk)
o Wcnonssosanmne cnyxbel ckanuposanna Wi-Fi Direct (ncxoaawmii padmk)
5 MapwpyTuzauma n yaanerHolit goctyn (GRE - ncxogawmin)

a MapwpyTuzauma n yaaneuneiii goctyn (L2TP - ncxoaawymin)

a O6napyxenne cetn (LLMNR UDP - ncxopawmii)

o O6Hapyxenwne cet (SSDP - noxoaawnii)

a O6napyxerne cetn (UPNP - ncxogawmin)

ﬂ O6Hapyxenne cetw (UPnPHost - ncxoaawmin Tpagmk)

a Ot6napyxenne cetn (WSD - ncxogawymin)

o O6napyxenne cetn (BesonacHbie coberrna WSD - ncxoaawwii padmk)
a O6Hapyxenwne cetw (gatarpammer NetBios - noxoaauwmin)

a O6rapyxenne cetn (nmena NetBios - ncxoaawmnia)

ﬂ O6HapyxeHne cet (06w - WSD - ncxoaawmii Tpadmk)

ﬂ O6napyxenne cetn (cobeirna WSD - ncxoaawmii Tpaguk)

o O6napyxenne cetn Wi-Fi Direct (ncxoaawmin Tpadmk)

a OB6wmii gocTyn ¢ nomoLueto Banskoro esaumogeictena yepes TCP (TCP - oBuumii ncxoaawmin padmk)
°0cuosm ceteit - DNS (UDP - ncxoaawmii Tpadmk)

ﬂ OcHoebi ceTeit - IPHTTPS (ncxoaswwii padmk TCP)

ﬂ Ocroeel ceTei - [PvE (noxoaawmin Tpagu [PvE)

ﬂ OcHoebi ceTeit - RA (ncxoaawmin tpadmk ICMPVE)

a OcHoeei ceteit - Teredo (woxoaswwii paguk UDP)



Mpaeuna gns nCxoaAWEro NOAKAIOYEHNA

WNmsa

5 Ocrosbl ceTeit - rpynnosas nonutuka (LSASS - ncxoaawmii paduk)

a Ocrosbl ceTeit - rpynnosas nonutuka (NP - ncxogawmii Tpapmk)

a OcHoesl ceTeii - rpynnoeas noautuka (TCP - ncxoaawmin Tpadmk)

°Ocnosm CETEN - 33BEPLUEHME MHOMO3APECHOTO NpocaywmneaTens (noxoaawmii Tpadpuk ICMPvE)
°0cnow ceTeit - 3anpoc mapLupyTa(ucxoaawmii tpaduk ICMPVE)

a OcHoBbl CETEl - 33NPOC MHOTO3APECHOro NpocnywneaTens (ncxoaswmin Tpaduk ICMPVE)
a OcHoebl ceTeit - 3anpoc noucka cocegen (nexoaawmin Tpaguk ICMPvE)

oO(HOBbl ceTel - obbaBneHne noncka cocegeit (ncxoaawmin Tpapuk ICMPVE)

9 OcHOBbI CETEH - OTHET MHOrO3APECHOro NpocnywneaTens (ncxoaawmii Tpaguk ICMPVE)
a OcHoBbI CETEl - OTHET MHOrO3ApecHoro npocnywneatens v2 (ncxogawmii tpapuk ICMPVE)
OOcHosm ceTeit - owwumbka napamertpa (ICMPVE - ncxogswwii tpadmk)

°Ocnosb| ceTeit - npeebiwenne epemenn (ICMPVE - ncxoaawnii tpaduk)

OOcnoam cereit - npotokon DHCP (DHCP - ncxoaawmin Tpadpumk)

°Ocnow ceteit - npotokon DHCP (Dynamic Host Configuration Protocol) ans IPv6 (ncxoaawmii tpadmk DHCPVE)
a Ocrosbl ceteit - Mpotokon IGMP (ncxoaawmii padmuk IGMP)

°Ocnonba ceTeil - canwkom BonbLuoit pasmep nakerta (ncxoaawmin papuk ICMPVE)

ﬂ Cepeep notokoeoit nepeaaun Play To (RTP, notokosas nepeaaya, ncxoaawmin Tpaguk)

Q Cepeep notokoeoit nepeaaun Play To (RTP, notokosas nepeaaya, ncxoaawmin Tpadmk)

ﬁ Cepeep notokoeoit nepeaaun Play To (RTP, notokoeas nepeaaya, ncxoaawmin Tpadmk)

a Yaanennoit nomowHmk (SSDP TCP - ncxoaawmii)

Q Yaanennbiit nomowHnk (SSDP UDP - nexoaauymii)

Q Yaanennbiit nomowHnk (TCP - ncxoaawymii)

Q YaanenHoiii nomowHuk (cepeep yaaneHHoro nomotuyHnka TCP-ncxoaawmii)

a DynkunonaneHocts Play To (qWave, UDP, ncxoaawmin Tpadpmk)
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Konoy Hue ToukM

BeiGepuTe TN NpaEMna GE50MacHocTA NOKMYEHUA, KDTODOE HYKHD COSLATS.

Msonsmn
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TyHHENL
MpOBEPATE NOANHHHOCTS NDAKIOHEHIA MEX.TY ISYMA KOMIBHOTEDAMA.

Hactpassasumne

Hacmaveaemae npasino.
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MOAMMHHOCT

&

MpoToKon W NopThI
Mpodns

& Umn

Co3aaHne G230MaCHIMD NOAKMICYEHIMA MEXTY KOMMEHR TEDEMM B KOHEYHON TouKke 11
KDHEYHOA Toure 2.

YKaxMTe KOMIbIOTEDL. DACTIONCXEHHBIE B KOHEYHOH Touke 1.

VrkasanHme |P-agpaca:

HacTpolika TMNOE MHTEpheiCoE, K KOTOPEIM N AEHHOE Hactpoun
npasKne:
VicaxmTe KoMILITEDS!, B Toue 2.

Niéoi IPagpec
Yranannoe |Pagpeca:

o



P

Tpeboeanna

Ma::Tep CO3[aHWA Npasumn 6HE830NacHOCTY NS HOBOTO NOJKAHYEHUA

VicauTe TpeBoBaHMA NPOBEPKA NOANWHHOCTW ANA NOAKNIYEHWR, COOTESTCTEYHWWAX ASHHOMY MPEENTY.

Wanx

@ Tun npzeuna

@ HKoHeuHbie Toukm

& TpefosaHua

MeTon nposepii
MOAMAHHOC T

@ [poTokon 1 NopTel

@ [poguns

@ Wwma

'

Koraa Bel x0TMTe BRINOMHATE NPOBEPKY NOANMHHOCTA T

ana "

MO MIOYEHWA

MpOBEpATE NOANMHHOCTS, KO 03 BOSMOXHO, HO NOATEEMXAEHNE NOAMMHHOCTH H
ofAsaTensHo.

Ti Ans noax "
ana noax

B(DD.WUJMB NoOAKMIOYSHWA PASPEWAIDTCA TONBKO NOCNE NPOBEPKK NOANMHHOCTH.

Mposepka TH WG nofaK! i no TV BLINONHAET

HE RENASTCA

MO ACIIOYEHMA

Bx0AAWWE W MCXDARWME NOLKMYEHWR DESPEWSHDTCA TONLKO NOCTE NPOXIKLEH
MpOBEQKK MO LNMHHOCTH

! He
MoAMMHHOCTE NOAKNKYEHIAA HE NPOBEPAETCA

MacTtep cozgaHws Npaevn 6€30NacHOCTY 418 HOBOTO NOAKIHUYEHWS

MeToa npoeepk NOQNMHHOCTA

Yi@wnTe cnocofl BeINONHEHMA NPOSEPKM NOANMHHOCTI ANA NOAKMOYEHHA, COOTEETCTEYIOWIK DBHHOMY MDY .

Wanx:

@ Tun npasuna

@ Konedbie Toukn

@ TpefoEaHuA

& MeTon nposepiu
NOAMKMHHOCTA

@ [poTokon v NopTe!

@ [Mpowns

@ Mma

BoiGiepiTe METOA NPOBEPKM NOLNMHHOCTH.

, YK&3aHHeIE & napameTpax IPSe
K Tep M {Kert V5)

PaspewaeTcA nepensya AaHHBIX TOMLKO NONBSOSATENAM W KOMMBIOTENEM, EX00F
8 COCTEE AoMeHa. [PENoCTaBNAST yueTHEIS A3HHEIE ANA MPOBEPKM NOANMHHOCTA

YKE3EHHBIX MONbS0BATENSH M KOMMBHOTEROS ANA NPEBHN EXOAALVY 1 ACKDLALLMK
MO AKMIOHEHUA

Komneotep (Kerberos V5)

PaspewaeTcA nepensya AaHHBIX TOMLKO MEKIY KOMLOTEREMM, NOKNMHYEHHbIV
nomeHy. MpeocTaBNAST YueTHEIE ASHHEIE ANA NPOEESPKN NOAMMHHOCTA YKaSaHHE
KOMMSH TEPOS ANA NPEEHN EXOLAWLIE M NCXOLALMX NOOKNIOYEHWI

DonommrensHo

BiifepuTe napameTpel NepEil 1 STOPO NPOBEIW MOATMHHOCTH.

< Hasan




0 Manep CO34aHWA Npaenn H6e30NacHOCTH ANA HOBOTO NOAKNHUEHWA

MpoTokon v NOpTEI

VianiTe NpoToKoN W NOPTel, K KOTOPLIM NPMMEHABTCA STO MPESMN0

Wanx:

@ Twnnpasnz YiaXmnTe NopThl W NDOTOKONKI, K KOTOPEIM NDUMEHABTCA 3T0 NDABAN0
@ Koneurbie o s’ TWNnpoTokona: TioBoi v
@ TpeGosaHwA Homep npotokona:

@ MeTon nposepw

MOANMAHHOCTH

MopT koHeuHol Towa 1: Bee nopTel

& MMpoToxon v nopTs!
@ MMpoduns Mpumep: 80, 445, 5000-5010
Wma lMopT koHesHoi Towm 21 Boe nopTel
Mpumep: 80, 445, 5000-5010
T
i MacTep cozgaHwWa Npasnn 6e30MaCHOCTM ANA HOBOMO NOLKMKUEHWA
MNpodune

VKaxATe Npodnn, K KOTODLIM NPUMEHASTCA 3T0 NPABMND.

Wan:
7
@ Tum npasuna [InA ek npo®rned NpMMEeHASTCA Npasuno?
@ Koreurbie Toukn
LometHbst
@ TpetoBaHuA
MPMMEHRETCA MPY MOAKMIOHEHWW KOMMNEIOTEPE K AOMEHY CEOSA OPraHUSaLMI.
@ MeTon nposepKia
MOAMMHHOGTA
YacTHush
@ [poTokon u MopTs!
TMPMMEHRETCA, KOM 18 KOMMEIOTED NOAKNKYEH K YSCTHOA CETH, HANPUMEp A0ME W
@ TMposune Ha pafioTe.
Hma Ty6 Mt

MpuMEHRETCH NPY M0 OKIYEHIM KOMN0 TEpE K obileCTEEHHOI CETM

< Hazag




ﬂ Ma(:Tep CO3aHWA NpasuMn 6e30MacHOCTH ANA HOBOTO NOAKAKYEHWA

WUma

YKESXUTE MMA 1 ONMC3HWE LAHHOr NPaBuna

Wanx
Tun npasuna
KoHedHole Touiki

TpefosaHua Muis.

L J
L
L
@ MeTon npopepiu |YpaneHHbIM aoctyn|

NOAMMHHOCTH —
MpoTokon v nopTe!

L3

Onucanue (HeodazaTtensHo):

L3

Mpodune

Wran

L3

OTKpPbIBaem ero NnoBTOPHO ABOMHbIM LenyKom!

& Bpanamaysp Windows g pexuvme noesit

®aiin  [Jeiictene  Bug  Cnpaeka

|2

@ Bpangmaysp Windows B peskuMe NOBBILIEHHD) MNpaewna 6e30NacHOCTH NOAKNIDYEHNA

Mpaenna gna EXOAALLMX MOAKIFOYEHKI
Wnaa Brnrouero Kon
Mpaenna Ana MCHOJALLETD NOGKNHOHEHNA H— —

ANnEHHBIN JoCTyn

!"‘ MNpaenna Ge30nNacHOCTH NOAKNHY EHNA
1 Bl HaBnrogenne

CMOTPUM YTO 6bl 6bIN BKOUYEH:

CeoWcTBa: YaanEHHbIFA goctyn
MpoTokons! 1 nopTe!l I MNpoBepKa NognMHHOCTA | JononHuTensHo
Ofiune | Y RANEHHBIE KOMAETEDE!

Ofwme

EIEJ Wmn:

|Yn.anéHHb|n mocTyn|

Orucanue:

Bicnioueqo

| 0K || Ommena | MprMeHnTS

banee orpaHMYMBaem A0CTYN No AaHHOMY COeAUHeHUIo!



CeofcTEa: YAaNEHHLIR JOCTyn CeoiicTBa: YaanéHHbli aoctyn

e I | SLEIEEE ”"MHE - | [ OBiume | VAANEHHEIE KOMMSHOTEDEI
TMpoTokons! 1 NopTs! lMposepka NoANMHHOCTH ; NONHATENEHD )
= 2 oo i MpoToKonbL! U NopTs! I MpoBepica NoanMHHOCTA ‘ DOononHuTensHo
Mpomuns
|i/ VKEXMTE NPOEUIA, K KOTOPBIM NDUMEHAETCR 3T0 NPEBHNO. Mpoduans
= | YKaxuTe npodini, K KOTODEIM MDUMEHAETCH 3T0 MPEBHNAG.
= 3 Lowen I!
YacTHait B Lomen
TlyBruHsA YacTHeli
Tunsi ukTepaeiica MyB e

Yrorrs v wrepseioe, < k0100 [ ocrooyr, |
NPUMEHASTCA 3T MPABHAO EERETTE Tine! wkTepeeica

YKaxuTe TUMEI MHTEPGEACOE, K KOTOPEIM
Hactpoiika TMnos uHTepdelicos H MPUMEHASTCR 3TO NPEBNNO. hlacio:

[I3HHOE NPEBMNO MPVIMEHIMO K MO IONEHMSM Ha
CReayoWV TWNaX MHTEpdeca: TynHenvposarme [Psec

() Bos i wireppaiica I YiKa%nTe, J0MKHO N MCNONES0BATECR
TyHHenuposaHue IPsec.

.f’ |
\x [o] 4 | | Omviena ‘ﬂ MpimernTs |
| - [

OcyuwiecTBnafsiem NpoBepKy HAcTpoeK 6paHamayapa

§ CsoiictBa b6paramayspa Windows B pexiiMe NoBbIlLEH... B
L]

‘ [ Yacmsiit npogmns
4 O6wwi npoduns NapameTpsi IPSec
YiaxuTe pexim paBoTsl B Cyyae NOAKMIONEHNA KOMMBIOTEPa K
T ofwecTseHHoN ceT.
Cocrosrue )
b Epanamaysp: [&mmbumwem) v|
B ——
, I ————
p 3aWmLLEeHHbIE CETEBbIE NOAKMONEHNA: \m I

YcTaHoBUTE PRaxKn ANS TEX NOAKMIONEHNA, KOTOPbIE AOMKEH 3aWMLATE
GpaHamayap Windows.

CeTesble NOAKNIOYEHNA:
Moaxniouerme No nokansHoi cem” 14
Becnposoaran cem
Ethemet
Mo6w 2 e

JIn6o ckaunsaem atot daiin: firewal file_setting.zip u umnoptupyem ero otkpbiB Aeicteue — UmnoptupoBatb

NOZINTUKY

®aiin  [feiictene Bug Cnpaexa

| Bpanamaysp Windows & pexun
&3 Mpasuna ans exoaawmx no,
Mpaeuna ana ncxoasawlero 1
!h Mpaeuna GesonacHocTn no,

» B Habnrogerne

O630p

i


https://arturdowgul.do.am/firewal_file_setting.zip

MNocne yero 610KMpyem Bce BXOAALLME NOAKNIOUEHUA OTKPbIB BpaHaMaya3p yepes naHenb
ynpasneHus!

v ¢ Tlowck B naHen

Mpocmotp:  Menkue 3

ABTO3aNYyCK {5 AAMUHUCTPUpOBaHUe ‘ Bpanamaysp Windows
[AVcKoBbIE NPOCTPaHCTBa & Awcnetuep ycrpoiicta B Avcnetuep yueTHbIx AaHHbIX
3ByK = 3Hauku obnacTv yseAOMASHWA & Wctopua daitnos

MaHenb 3aaay u Hasurauns <> MapameTpbl MHAEKCUPOBAHNA ¥ Napametpel nanok

Bbl MOXETE M3MEHWUTL napameTpbl ﬁpaHAMayapa ANA KaXA0ro U3 WCNoNb3yeMbIX TMNOB ceTei.
~ 1 @ * Nanens ynpasn
MapameTpbl Ans HaCTHOW ceTn

v ® BraiounTk BpaHamayap Windows
MNanens ynpasnenna —

BAOKMpPOBaTE BCE BXOAALLME NOAKNIOHEHUS, B TOM YUCAE ANA NPUACKEHMIA, YKa3aHHbIX B
OMALUHAA CTpaHWLA CINMCKE Pa3peLEHHBIX MPOrpamMm

v YBepomnnaTe, koraa Bpanamaysp Windows 6aokupyet HoBoe npunoxexue

Paspewenue s3aumoneiicTens ° Otkatoumte 6panamaysp Windows (He pekomenayetcs)
C NpUNoOXKeHWnem Man

KOMMOHEeHTOM B BpaHamayspe MapameTpbl 475 0bLIECTBEHHON ceTh

Windows v ® BrntounTs BpaHamaysp Windows

Enmmpoaa‘rh BCe BXOAALLME NOAKNKOYEHWSA, B TOM Yncne AnA npunox(enuﬁ, YKa3daHHbIX B

g Wsmenerne napameTpos CNWCKE PaspeLleHHbIX NPOTPaMM

B | ¥YBepomnnaTe, koraa Bpanamaysp Windows 6aokupyet HoBoe npunoxexue
y Bratodermne 1 oTktoueHe ° OtkntoumTs 6panamaysp Windows (He pekomenayetcs)
bpanamayspa Windows

CoxpaHaem napameTpbl U nepe3arpyxaem Komnbiotep!
Bce aeiicTBMA HAaCTPOUKM NPOU3BOAATCA 6€3 NOAKNIOUYEHUA K UHTEPHETY.

INO3APABNAO BPAHAMAYSP HACTPOEH!

Mocne yero Bxoaum B NaHeNb ynpaBaeHus!

Hactpausaem paboTy 4acToTbl NpoLeccopa 1 agantepa 6becnpoBogHo ceTu.

[enonHuTentHsie napamMeTpsl

\ Bribepute cxemy ynpaBAeHWA MUTaHWEM, KOTOPYH Bbl
XOTWTE HAaCTPOWTB, @ 3aTeM 3a4aiiTe HyXKHble
napameTpel.

% V3MeHWTb NapameTpel, KOTOpPLIE Ceifvac HeAOCTyHbI

CbanancupoBaHHas [AkTneeH] v

FKeCTEWIA Auck ~
+Internet Explorer
+MapameTpel $oHa pabouero cTona
~MapameTpel agantepa becnpoeoaHoi cetn
“IPexaim sHeprocbepexeHns
Or 6aTapen: MakclManbHan NPONZBOAUTENBHOCTL
Ot ceTi: MakcuManbHas NPOMIBOAUTENBHOCTE
+CoH
+Napametpel USB
+Intel(R) Graphics Settings
+KHOMKN NUTaHWA 1 KPBIWKa v

BoccraHoBuTh napameTpsl NO yMoN4aHWo

OK . OTMeHa MpuMeHHT:




« @ -1 n ¥ MaHenb ynpaenerua * Bce 3neMeHTbl NaHeNW yNpaBaeHns ¥ & [loWck B NaHenu ynpasneHua 2
Hacrpol.‘i»(a NnapameTpoB KoOMNbHOTEpPAa MpocmoTp:  Menkue 3Ha4Kun -
HAnytime USB Charge Utility Flash Player (32 6ura) . HD-rpadmka Intel®
£ Java B AsTosanyck (& AamuHncTpupoBative
* bpanamaysp Windows & Boccranoenenne @ faraw Bpema
& fuckoseie npocTpakcTea @ Jvcneruep yerpoiicts B Avcneruep yyetHbix aanHbIx
a¥ [lomawwan rpynna E 3awwmthHnk Windows @ 3ByK
szl 3Hauku obnactv ysegomneHnia ¥ Wicropun daiinos <= Knaswatypa
J Mbiws —"_ Marens 334a4y v Hasurauva é anBME‘I’phI WHASKCWMPOBAHWA
F napaMeTpm nanok ‘ nEpaMETphl NN3HLWETHONo KOMMNBHT... ‘a nEpBME‘I’phI pacnonoxeHus
/ Mepo v ceHcopHeIii BBOA ' Mepconanuzauus &.. MoakntaueHus K yaanexHsiv pabou..
f) Mouta fﬂ MporpamMmel 1 KOMNOHEHTEI E MporpaMmel No yMoA4aHuio
h Pabouue nankn @ PacnosHasanne peun B Pervonanshie cTaHAapTel
Gh Csoiicrea bpaysepa & CemeiiHan BesonacHocTs & Cucrema
@ CreunanbHbie BOIMOKHOCTH @B TenedoH n Mogem SH Ynpasnenite upeTom
[ YcTpaneHie Henonaaok 5 YCTPOIACTBA W NPUHTEPbI 8, yuernble 3anuck nobaosateneii
@ Uentp MobuabHocTn Windows M ULentp obHosnenna Windows 'f' LeHTp noaaep:xku
(L LleHTp cHXpOHM3aUmMm i UeHTp ynpaBaeHna ceTamu 1 obuim... "ﬁ WudposaHue aucka BitLocker
I WpudTe l 3KpaH '@ AnekTponuTaHKe
Q A3bik

CROM

Mauens ynpasneHus —
AOMaLUHAA CTPaHMUa

3anpoc napons npu
npobyxaeHun

ﬂeﬁc‘ram KHOMNOK NUTaHua

[eiicTeue npu 3akpbITUn
KPbILIKN

Co3aaHue cxeMbl ynpasneHus
nuTaHuem

Q HacTpoiika oTkoueHus
avcnnes

O Hactpoiika nepexoaa B
CNAWNA PeXUM

Cm. Takxe
MNepcoHanuzauwns
LieHTp mobunsHoctn Windows

YyerHble 3anucu
nonb3osarenei

naHenu ynp » ¥ & Tlouck B NaHenu ynpasneHns L

Bbibop van HacTpoiika cxembl yrpasaeHus nutaHnem
Cxema ynpagneHua nuTaHuem — 310 NaGop napameTpos oGopynoBava n cucTemsl (TBKVIX KaK ApKOCTb

AVCnAen, CRALNIA PEXUM U T. A.), KOTOpbIe POAMPYIOT UCh! KOl POM 311eKTp priv.
[JononHutenbHele CBEAEHNA O CxeMmax yNPaB/JieHUs NUTaHuem

Cxembl, [ Ha pe baray
® C6 P A) Hacrpoiika cxembi 31eKTponuTaHna
Astomarnueckoe cobatoaenne banarca Mexay np 0CTbIO U HEP! P

Ha NPUroAHOM ANA 3Toro obopyaoBaHUK.

| BuicOKas Npou3BOAUTENLHOCT Hactpoiika cxembl 3neKTponuTaHns
Makci r Tb (MOXeT noTpeb ca 6onblue 3Heprim).

CKpblTb AONONHUTENbHbIE CXeMbl

_ JKOHOMMSA 3HEpPrn Hacrpoiika cxembl 31eKTponuTaHna

M

0e 3Hepr P 3a cuer p 0CTH KO P
KOr/1a 370 BO3MOXHO.

a
€

fpkocT 3kpaHa: @




@ =2 -1 "P © 3nekTponuTatve * MameHeHue NapameTpoB cxeMbl ¥ & Tlouck B NaHenu ynpasneHus R

Hactpolika cxembl ynpasnenus nutaHvwem “"CoanancupoBarHas”

BribepuTe napameTpsl Nnepesoaa ANCINER B CNAWMA PEXUM.

Ll Or Gatapeu ,’. Orcetnt
ﬁ OTKAKOYATL AUCNASH: 10 MWH b _20 MUAH w7
® Eee;;au?,th KOMNbIOTEP B CMIAWMIA E— = W0 .
" HactpouTb ApKOCTB: ] U ¢ o J e

W3MeHUTL AONOAHUTENbHBIE N3] PaMeTpbl NTaHAA

BoccTaHOBUTL ANA CXeMbI NAPaMETPLl N0 YMOAYAHUIO

CoxpaHnTs U3MEHEHWUA OtmeHa

JIAHHbIA CNOCOB HACTPOMKM ANl ABTOMATUYECKOW PABOTbI, U3MEHWUB MAPAMETPbI = YACTOTY MOXHO
CAENATb ®UKCUPOBAHHOMW, MUHUMA/IbHOW U MAKCUMAbHOMN.

[lononHuTensHsle napameTps

Iz BeibepuTe cxemy ynpaBieHWs NUTaHNEM, KOTOPYHO Bbl
XOTWTE HAaCTPOWTb, a 3aTeM 3a4aiiTe HyXHble
napameTpal.

$ NameHnTb napameTpbl, KOTOPbIe celyac HeAoCTyNHbI

CbanaHcuposaHHan [AkTueeH] v

[1IPCI Express o]
=YnpaBneHWe NUTaHUemM npoLeccopa
~IMWHUMaNbHOE COCTORHWE NpoLeccopa
Or barapen: 0%
Or cetn: 0%
+MonUTHKa OXNaXKAEHWA CUCTEMBI
“MaKcumanbHOe CoCToAHKE npoLeccopa
Or barapen: 100%

Ot cet: 100%
[F3kpaH
[t MapameTpbl MynbTUMeana hd

BocctaHOBWUTL NapaMeTpbl NO YMOAYAHWIO

OK OTmeHa MpuMeHUTL

[anee BHOBb BXOAUM B NaHenb ynpasneHus!

uuem y‘-léTHbIe 3anucu nonb3oBaTtenen:



= BCe 3neMeHTsl NaHeny ynpasneHma - o lEl

Flash Player

i‘ﬂ' 3ByK

'~1ﬁ_-j WcTopwa daiinos
& Meiws

8 MapameTpel MHAEKCUPOBAHWA

MapamMeTpel pacnonoxeHua

Mporpammer no ymonuaHuo

@ Pacnosnasanmne peqn

CeolicTea Bpaysepa
18 Cucrema
TenedoH n Mogem

YcTpaHeHne HeNoNaaoK

H2, Yuerbie sanucn nonssosatensi

@3 Uentp obHosneqna Windows

1+ B3 v Man.. » Beesne.. v G Mownck B naHenn ynpaenedna O

HacTpoiika napameTpoB koMnbtoTepa  MpocmoTp:

B3 MoaknioueHug K yaaneHHeIM paBoy...

[ Asrozanyck A
= 3naukn obnacTv yeegomnennii
&2 Knaewatypa

MaHene 33434 W HABMrauna

MapameTpel nanok

& Nepcoraniauns

Mporpammel 1 KOMAOHEHTEI
B PaBoune nankn

.:? PervoHaneHele cTa HAZPTEI
@ Cemeiinan GesonacHocTe
@ CneunansHble BO3MOMHOCTI
q__l ¥npaeneHne LBETOM

@ ¥cTpoRCTER M MPUHTERBI

@ LenTp mobuneHocrn Windows

'P Llentp nogaepskn v

HacTpanBaem WwundpytoLyo cuctemy gaHHbix EFS, npu nomouim camo-3asupatoweroca ceptupukara:

“) qu Wndpyrowan daiinosas cucrema (EFS)

) YueTHbIE 3aMUcK MoMb3c

o + 4 H « Bce 30eMEHTHI NaHENW yNPABNEHNA b YHETHBIE 3NNCH ND/IB30BATE)

MaHens ynpaeneHns — B -
P —— HECEHME U3MEHEHWHA B YUETHYHO 3amuch M
ALMUHNCTPMPOBAHNE YHETHBIX Mzmerenne yuetHoil sanuncn & okHe "TMapamerpel
3anucei KomMMbtoTepa”

Co3ganne gucketel chpoca
napona '@' W3meHenne MMeHn ceoeid yHeTHOW 3anucn

YnpaeneHue cepTudukatamm '@' M3meHeHne THNE CBOEA YUETHOH 3anKcK
wngposaHna hainos

'@' ¥npaenenne npodunanm

nonbsoEaTensi '@' ¥npaeneHue gpyroi yueTHoU 3anncers
Msmenenne nepemerHix & .
cpeas! VI3MEHWTE N3paMETPBI KOHTPONA YYETHBIX 3aNUCEl

YnpaeneHve cepTudmkatamm wWindposasna ainos

HTO6k 2aWMbPOBETE hainkl ANA AONONHMTENEHOR 6E30MNECHOCTM, HYXHO UMETE
Ha KOMMBHTEPE MW HA CMAPT-KAPTE CEPTUGNKET WADPOBAHNA 1 CBA3EHHBINA ¢
HIAM KIH0Y PACIPOBKA. BE3 CepTMgUKATAE W KNKYE A0CTYN K 3aWWdPOBAHHLIM
HafNEM HEBOIMOXEH.

WMcnone=yiTe 3T0T MacTep anA

- BbIGOPA MNW CO308HWA CEPTUGMWKATE WNPOBaHUA halimos W Kua;

- COSAHWA PESEPEHOA KONWK CEPTUUKATE W KIKYE, 4TOSsI M36exaTs noTepn
NOCTynNa K 3aicbpoBaHHsIM chainam;

- BKIHIUEHWUA UCTONBZ0BEHNA CMEPT-KapTsl B WidpytuleR hainoeoi cucTeme;

- 06HOBMEHWA pPaHE. 38WNhPOBaHHLX haAnoe, YTOSk MCNONLZ0BaTE APYTOA
CEpTUHNKAT W KoY

Yro TaKoe wrppywwan dpainosan cuctema (EFS)?

danee Otmeria




@ . Wndpyrowas dainoean cuctema (EFS)

Bribepute maw cosgaite cepTdMKaT WndposaHws Gainos

BuiSepuTte cywecTEYHWMA CEPTUGKUKAT WMdpPOBaHWA afnos M COZ0aATE HOBLIA.
Ecnu el yxke 2awngpoBeiBani gainkl, MOXHO 0GHOBKWTE WX, YTOSk ONA HUX
WMCMNONL30BANCA 3TOT CepPTWUhMKAT.

Wcrnonezoeate 3TOT CEpTUGhUKAT
Ecnwy Bac ecTe cMapT-KapTa, EbIGEPUTE CEPTURWKAT HE 3TOM CMapT-KapTe.

CEEOEHWA O CEpTUdMKaTE:

Ha komMnelTepe oTcyTCTEYRT cepTuduKaT wigposa| [ IPOCMOTP CEPTUGHHKATE

BriGop cepTudmKaTa

® CoznaTh HOBLIA cepTUdgMKaT

MNoyermy ANA WMppOBEHWA HENN0E HYXEH CepTHMHhHUKAT?

| Janee || Ormel
J

@ . Wuopywowas darinosas cuctema (EFS)

Kakoi TN cepTudKKaTa Bbl XOTUTE CO34aTh?

BriGepuTe NOOXOOAWMA BEBPMEHT ONA 8ETOMETHMUECKOMD COSA8HWA K XpaHEHKUA
CepTUKUKaTAE WHpPOBaHWA hainoe.

(® CamozaBepAwMi CepTUhUKET Ha 3TOM KOMMLKTEpPE

MCI‘IOJ‘Ib.?.yﬁTe 3TOT BAPWEHT, eCNK Y BAC HET CMapT-KapTel MNK LEHTPE
CEPTUHDHEELIAIA.

CaMozaBepAlWMA CEpTUGMKAT Ha cMapT-KapTe
BcraBeTe cMapT-KapTy B YCTPOACTED UTEHMA.

CepTudgMKaT, BelOaHHLIA LEHTPOM CEp TUGUKELIMN MOErD O0MEHE
HEeaMTeck, 4TO KOMMBKITER MMEET AOCTYN K AOMeHY. Ecnu cepTudmkar
¥PEHWMTCA HE CMAPT-KaPRTe, ECTEEETE B8 B YCTRORCTED UTEHKA.

Kakoit Twn cepTndukaTa BHISpaTe?

| Janee || Otmena

nponucbiBaem nmMma NoJZib3oBaTtesIA U NApP0/ib, NapPoO/ib 3anomuHaeem!




@ .1 Wwndpyrowan Garnosas cuctema (EFS)

ApXMBNPOBaTbL CEPTMOMKAT M KNHOY

3To NpenoTEpaWEeT NOTEPH AOCTYNE K 38WWpPOBaHHLIM chainam e cimydae yTpaThl
MCMONBE30BABWEr0CA CEPTUGWMKETE MW KIHYaE.

Tekywmi cepTUgHKaT: Komy ewloaH: acfgs [NpocMoTp cepTudgMKaTta

ADXMBMPOBETE CEPTUGWKAT W KNDY cefvac
CnenyeT coz0aTe peSepEHYH KOMWK CEPTUGWKETE W KNHYE HE CHEMHOM

HOCUTENE.

MecTo apxweaumm: USER O6zop...
Mapons: sene

MooTeepxneHwe: sene

) DTROXWTL apXMBALMI CEPTUGIMKATE W KITHYa
Bam 6yneT BblAGHO HENOMWHEHWE NpW CNefyWeM BXOOE B CUCTEMY.

Sauem HYHHO XDEHWT b 8DXMBHYH KOMNWK CepTUGHUKaTE W Knoua?

OTtmeHa

yctaHaBnuBaem parKoK

. Wudpytowan dannosan cuctema (EFS)

O6HOBWTL paHee 3aWMdpoBaHHble Gaibl

BriGepMTE NankW, COOEPXaWME 3aWNhPOBAHHEIE Akl KOTOPLIE Bbl XOTUTE
CBAZATE C HOBLIM CEPTHGWMKATOM 1 KNKoYoM. HemMeaneHHoe o6HOBNEHWE
nozeonaeT nzfexaTs NOTepM 4OCTYNE K 38WWpPOEEHHLIM dhainam B crydae
YTPAaTLI MPEXHErD CEPTUhDWUKATE UMK KNYaE.

Ak,
-}

Ce NormyecKme QUCKn

[[1A 06HoENK cEON ZawndpoBaHHsIe dains nozaHee

OEHOENEHWE chAINOE MOKET ZEHATE SHAUMTENEHOE EPEMA, KOTOPDE Z8BUCHUT OT
KONMWUeCTEa 0BHOBNAEMBLIX haiNoE. ECni BEINONHWUTE BLIXOL MW MZENEUL
CMEpT-KapTy B NpoLecce 0GHOBMNEHWUA, chalinkl He Gy Oy T OGHOENEHSI.

OTmeHa

Cuctema Cco3gact aBToMmaTu4eCcKku CepTMCbMKaT KOTOprﬁ 6YAET COXpaHéH B nanke [JOKYMEeHTbI



Xoa onepaumu...

OBHOENEHWE ZaWWNDPOBEHHLIX halnoe. ..

[ [

3aKpbiBaem

Baww 3awmbposaHHble hainbl Ob11M 0OHOBNEHB

CeeneHws o cepTudgnkaTe:

Ko Ty BblOaH

y ~ | OpocMoTp cepTUdKKaTa |
Kem BeinaH: acfgs

NerctemTeneH ao: 22/02/2114 | MpocmoTp xypHana |

MecTononoxeHme EPXHBHQ“ KOMWK CepTUdgrKaTa 1 kn
L PUN I PRPDUPI RNy JEE | o ppposeppey Sl I 10l g S &7
< I

>

3aKpbITh

panee otkpbiBaem Internet Explorer UME@HHO Ha nanenm 3agay - 6€3 NOAK/NIOYHUNA K UHTEPHEeTY



@@|@ http://go.microsoft.com/fwlink/p/ILinkld=2 2 = & || Q Bel He nogkntoyeHs! k ceth X | |

Internet Explorer 11

@ Hactpoiika Internet Explorer 11

(@ Mcnonbsosars pexomengyembie napametpol Gesonackocri n conueauwl

Dunetp SmartScreen oTnpaenAeT HekoTopele BeB-aapeca Ha npoeepky B Maii
33LLMLLIAA BAC OT BPEACHOCHBX BEG-caiiTor M nporpanm, Ytobel Epaysep Inte
Explorer 11 ayuwe paBoTtan ¢ HoBEIMKM C3ATaMK W CTAPEIM OBOpPYADEIHMEM,
CKAYMBAFOTCA CNMCKW NPOCMOTPE B PEKUME CoBMeCTUMocTr, MpouTuTe 2338,
koH@uaeHuManbHocTy Internet Explorer,

w () He Mcnonb30eats pekoMergyemble NapaMeTphl

oK CnpocuTe MeH.

3aKpbliBaem BCe OKHa OTKpbITble Internet Explorer 3axoaum B naHeNb ynpasaieHUa



Bce anemeHThl NnaHenn YNpaeneHWA -

b YNpaen.. k Bce 3nemedTel naHenw ynpasneHwa v O

i KOMNbHOTEPA

g Astosanyck
@ Boccranoenedne
gt Jucnetuep yoTpoiicTe

e Windao... ﬁ,ﬂ,nmammn rpynna

B 3naukn 0BacTh yEEADMAEH W]

F Meiwb

]
1A Maparnerpbl nanok

3 Moakntouenna k yaanenHeim pabod..,

o] B PaBoune nankw

CeowcTea bpayzepa

CI'IELI,HEJ'II:H blE BOZMOMHOCTH

[Nowck B naHenw ynpaeneH

MpocmoTp: | Menkue sHaukn ~

MMHHHCTPHPDEEHHE

Jarta n epemn

Ancneruep yUeTHbIX JaHHbIX
B 330k Windows

'ij-j Wecropua dainos

HEHE.I'II:_’-E,EI,E‘-I W HaBWraywna

MapameTpebl pacnono#eHna
Mporpammel 1 KoMNOHEHTE
@ Pacnosnasanmne peyn

@ CemeliHan besonacHocTe

TenedioH u mogem

HauMHaeMm HacTpPOoIKy 6paysepa (419 MaKCMMabHOM 3aLKUTbl U KOHPUAELNANbHOCTU AAaHHDbIX UCNOJIb3YATE TONBKO -
Internet Explorer nocne HacTpoiiku = ana cepduHra B EDGE unu Chrom)

Ceo¥ictea: MiHTepHeT

» IEH

CoaepsaHue l MogknioHeHna I Mporpammi! I JononHUTensHo |

Obiwme | BE30NacHoCTE KoHMASHLMaNEHOCTE

JoMaLWHAR CTPaHKUE

y Yrofibl CO30aTH BKNAAKK AOMAWHWK CTPaHWLL, BEEAMTE
la KEABIA U3 APECOE © HOBOI CTPOKM.

Tekywas | WcxoaHaa | |ﬂcnonbsosaTb HOBYIO BENAAKY |

ABTO3arpysKa

() HAUMHATE © BKGAOK, OTKPEITEIX B MPEABILYLLEN CEaHCE

(®) HauMHaTE © AOMALIHER CTPEHMLE]

Brenaakmn

HacTpoiika Brnaok and oTobpameHna
Bef-CcTpaHuL,.

HypHan bpaysepa

YaaneHwe BpeMeHHEIX dainos, xypHana, dainoes cookie,
COXPaHEHHEIX Maponei M AaHHEIX Beb-thopM,

[ ¥aanats ypHan Gpaysepa npv Boixoae

| YaanuTb... w MapameTpel |}

|| LipwdTe! | | Odoprnetne |

MpeacTasnequ

UseTa | |

HAsbirkn

[MapameTpel 4aHHbIX BEG-CalTa

Bpemeritsie daiing MHTepHeTa | ypran | Kow n Bastl aanron |

Internet Explorer xpaHUT Komkk BeB-CTpaHML, M3oBpakeHMiA 1
MeAradainos AR YoKOPEHWA AansHeRWero APOCHaTPE.

MPOBEPATE HANWYKME HOBLIX BEPCUA COXPAHEHHEIX CTPaHMLL

(®) NpK KEpkAOM NOCELEHUN BEG-CTPaHMLEI

() mpu kakaom sanyoce Internet E
() aBToMaTHYECKH

(O mikorna

Mcnonbsyemoe MeCTo Ha Aucke (8—1024 MB)
(pexomenpyeTca: 50-250 MB)

Texkywaa:
C:\Userstacfgs\AppDataLocal WMicrosoft\Windows\INetCache |

|I'Iepenecrwrb nanlq-'...| |I'I|:|ocnoTpeTb Oﬁ'bEK.'I'bI| | MNpocHoTpeTE daink |

QK | | OTMeHa | | MpyMeHUTE |

| QK || OTMEHE |

yaanaem opnaxKok Haxkumam OK



e ?
[NapameTpel AaHHBIX BEE-CalTa :

| BpeMeHHbie ains! MHTepHETa | HoypHan | Kaw 1 Baskl AaHHbIX |

} [ ] PaspewnTh kaw 1 Haskl aaHHbx se5-caiTa

YEEAOMHTE MEHA, KOrAa K3l HAM Basa
AaHHE!: BE0-CafTa NPEBRICHT! 10 ME

Bef-caliT  XpaHWnulLe G3HNoE  ¥PaHWMNMLLE AaHHEK [pPEeBbILEHME

MpeBLICHTE OrpaHHYEHKE YoaniTe

0K OTMeHa

Aanee B KaXKA0W M3 NpeasiaraeMbiX MHTEPHET-30H HaCTpanMBaem peXXum ansa obecneyHuns 6e30nacHOCTU MeHAeM
dyHKUMKM - apyrow

o= 2
Ceowcrea: iHTepHeT :
Conepsaqme | MogKno4eHns | MporpamMmil | JononHuTensHo
Chuwe | BesonacHocT | Kongmnenwanstocrs

'EhIEEDMTE 30HY ANA HACTPOFKM EE NapaMeTpOB DEsonacHoCTH.

8 2L90

MapameTpel
MecTHaR HaaewHbie OnacHbie
L\ WHTPaceTk caiThl calThl () 3anpaumsath
~WnTepHer __‘-—--._._u..f'— ) OTRMOWTE
CaiTel % 3a&MycK KOMMNOHEHTOE, cHaBmeHHeIx cepTudmkaTom Authent

3oHa anA BEGGﬁTOB, HE BKAHYEHHBIX B 30HBI
HAREKHEIX M ONECHBIX CAATOE,

(@ BrmoumTe
() 3anpawweaTs
) OTRNOMTL

Yposers FE30NACHOCTI AN STOM S0HK! :
() Bricokuii yposeHs SesonacHoch

@) OTKNOMTL

Ocobbii % o
BEPK& NOANMHHOCTI NONB30BATENA
Ocobele napaMeTpel. pa A
- Yrofibl MSMEHMTE X, WENKHATE "Apyroi”, 2, exon
- [lnA BO3BPETA K PEKOMEHAOEAHHOMY YDOBHID LWENKHNTE () ABTOMATWHECKMI BXOA B CETh C TEKYLLMM MMEHEM NOML:
To ymonuaHio . (C) ABTOMATMYECHKW EXO B CETh TONMBKO B 0HE MHTPACET
() AHOHMMHLIA BXoa
BrJOMMTE 3EIUMIWEHHEIR pexaM (NoTpebyeTos nepesanyck. (®) 3ampoc umer nonbsosaTENs M NEPONS
nternet Explarer | | DBazuna
xplorer) < s
| Apyro... | TV T | *W3MeHeHHA OYLYT NPUMEHEHEI NDCNE NEPE3aNYKa KOMMBIOTEPa
| Bhlspa'l’h YpOBEHD Be30nacHoCTI No YMONYSHKMKD ANA BCEX 30H | Cﬁpoc ocofeIx NapaMeTpos
Ha ypoBeHe: |Beiwe cpeaHero (Mo yMondaHuo) v| | CBpocnTe... |
oK | | OTHMEHS | | MpHMEHUTE |

TaK Xe uwem n HaCTtpansaem



MapameTpbl be30NacHOCTY - 30Ha MHTepHeTa

MapameTpel

MapameTpil

() Mpeanarats

) OTkmouTE

(@) Bricokuii yposeHs fie3onacHocTi
O OTKNOYATE
53, TpoBEpKa NOANMARGLTH NONE30BaTENA

% Bxon

() AHoHMMHLIR Bx0L
3aNpOC MMEHM NONE30BATENA W NAPONSA

% PEEDELIJEHMﬂ ANA KOMNOHEHTOB CHEHMdJECI'EHM

() ABTOMATUHECKNII BXOA B CETh € TEKYLMM MMEHEM NOfib:
(0) ABTOMATMUECKWII BXOA B CETh TOMBKO B 30HE MHTPACET

|!.| 3anyck anemeHTos ActiveX 1 Mogynei NogKnoYeHa

(@) BrnouMTE

() DomyweHHEIX 3aMAHCTPETOPOoM

) OTKAOMTE
N O Mpeanarate
|#| 3anyckaTh aHTUEpEnoHOCHDE MO ANA 3NEMEHTOS yrpasne
@ BrnroqmTe
) OTKAOMTE
& SNEMEHTOE YNpaEneHA ActiveX, He momeys
(O BrnoumTs (HeBesonacHo)
(@) OTkmvouMTE (peroMeHayETCA)

| | Pa3
|| BroKMpoBaTE BCMNBIBAMOWME OKHE

@ BrmounTe

() Mpeanarats
¢, MoEeaeHe ABOMUHOND KOOOE M CLIEHAPHES

) OTknICHMTE (®) BrniouTh
|| Bef-caiiTil u3 304 MHTEPHETA C MEHBILIMMM NDSESMA MOTYT © P Ml i = s e s h
(Y P s are &7 £ >
L4 3
* M3MeHEHMA BY0YT MPMMEHEHE! NOCNE NEPEsaNYOKa KoOMNEoTEpa
* [AsMeHerna BYAYT MPUMEHEHEI NOCNS NEPESEMNYCKE KOMMEOTEPa
CBpoc ocobkIx NapaMeTpoB
Chpoc ocobbix NapaMeTpoB po PaMETpo
Ha ypoBeHs: | Buiwe cpefHerao (Mo yMon4aHMmm) v| | CBpocuTe. .. | Ha yposexb: | Bowe cpearero (o ymonatio) h | | ChpocuTs... |
| oK | | P | | oK | | OTMEHE
- 2
(=) CsoiicTea: MHTepHeT ?
& MapameTpbl Be3onacHOCTH - 30Ha MIHTepHeTa
MapameTpel

|!I| Wcnons308aHWe 3NeMEHTOE yNpasneHns ActiveX, He nomede A
() BrmtounTs (HeBesonacto)
® OTknouTE (peromMeHayeTCR)
O MNpeanarats
MoBeAEHHE AB0MHHOMO KOAOE M CLIEHaPHES
O BrmioumnTe
(D) RonyweHHsIX 3AMMHWCTPETOPOM
@ OTKMOYMTE
|| MNoKasblBaTs BHAE0 W aHUMALMIO Ha Bef-CTpaHMUe, He uano
O BrmioumnTe
@ OTKMOYMTE

L]

¢| PaspewaT
L4} 1
oyl BHuMaHue!
O OTrnNg
] PaspewwT @ Bl AEACTBMTENEHO XOTHUTE M3MEHMTE HACTPO
Y B 30HBI?
a g
q a Het
* WMsMeHeHua ByayT A | | |
Chpoc ocobibix NapaMeTpos
Ha ypoBeHb: |Beiwe cpeaHero (no yMondaHuia) v| | ChpoonTe. .. |
| QK | OTmeHa |

HacTpanBaem KOHGUAEHLUANLHOCTb



Coaeprianne MoaraoyeHa I Mporpamme I [LononHuTensHo

Obuwme BesonacHocTE | KoHDHAEHUNANEHOCTE

MNapameTpsl
BribepuTe ypoBeHe Be30NacHOCTM ANA 30HE MHTEpHETA,
YMEepeHHO BLICOKHI

- BRoKMPYIOTCA CTOPOHHKME Bainel cookie, He
YAOENETEOPAKILWLWE MONUTUKE KOHCbMJlEHLIMEﬂbHOCI’M

- BROKMPYIOTCR CTOPOHHKME dalinel cookie, coneprallme
CBEAEHWA, KOTOPEIE NO3BONAKIT CBA3ATECA C BamM De3
Balero AEHOro CornacHsa

- BROKMPYIOTCR OCHOBHBIE dainsl cookie, copemHallmHe
CEEAEHWA, KOTOPEIE NO3BONAKIT CBA3ATECA C BaMM Des
Balero AEHOro CornacHsa

| Calnrel | | WrmnopT | | JononHUTensHo | | Mo yMondaHuo |

PacnonokeHne

KOraa He paspelwate Bef-caiiTam sanpawveaTe
& MECTOHEXOHAEHNE OuMCTHTE CRITHI

EHOKMDOBEHME BOMNBIESKOW WX OKOH

BHMMOMMTE GNOKMPOBAHHE BOMMLISSHOWWY OKOH

InPrivate

OTKAKYETE NEHENK MHCTPYMEHTOE M PAClUMPEHWA B pexkkMe InPrivate

QK | | OTMeHa MpHMEHUTE

banee HactpamBaem wndpoBaHMe nepesaum AaHHbIX yepes Internet Explorer ygocrtosepeHuii noganHHocTH!

- 2
CeoiicTea: MHTepHeT b
Ofwme l BesonacHocTe | KoHdHaeHansHooTE
Copepratue | MogrnoYeHa I Mporpammbl | [ononHUTENBHD

CemeitHan besonacHocTs

&I KOHTpONs 33 paspeLleHHEIM 4N

CemeliHan Ge30nacHoCTh

npocHoTpa Befi-CoaepHMbIM,

CepTHdMKETEI
CepTUhMKETE WOIONBE3YIOTCA AN WAHPOBAHHEIX

a NOAKTOYEHMA T ¥0OCTOBEPEHA I'IOQ!]EIHHOCI'M.
| OuncTuTe S5L ||| CepTUdHKaTEI W Wspatend |

ABTO3ENDAHEHM

= ABTO3EMN0MHEHWE 38N0OMMHAET paHee MapameTpel

BEOAWBLUMECH ASHHBIE W NOACTABNAET
NOAX0OALME CTPOKK.

Befi-kaHansl W Beb-hparteHTsl

@ Befi-kaHans! u seb-hparmeHTel MapameTpsl
ﬁ

NPesocTaENAoT abt
cofepsmMoe BeG-CaliTOB, KoTopoe
MOHO MPOYATETD C MOMOLLBID
Internet Explorer 1 apyrux nporpamm.

| OK | | OTHeHa | | MPUMEHKTE |

34.ecb Mbl YBUAUM CepTUDUKAT KOTOPbIA Mbl co3aanun paHee EFS, Ho Mbl BbiIGMpaem JONONHUTE/IbHO!




CepTudmKaThl

HazHaueHue: <Bee W |

Mi4Hble |ﬂp?rv|e NONL30BaTENN I MpOMEIYTOHHBIE LEHTPEI CEPTUDMKELIN I ﬂosepeHHtuﬂ

KoMy Bolaad KeM BelaaH Cpok ae...  ToHATHOE MMA

22{02/2114 <He

| WmnopT... || IKCNOPT... || YaaniTe |

HasHaqueHua cepTudmkaTa

l—}LIJMdewou.Laﬂ taiinosas cacrema (EFS)

1 yctaHasnusaem ¢na>Kku Bbibpas popmar skcnopra: Haxumaem OK

]
lononHWTenbHble NapamMeTpbl :

HasHadeHue cepTudikaTa

BeiGeprTe 04HO MM DONEE HAZHAYEHWIA, NEPEYMCIEHHEIX B
PE34ENE PACIUMPEHHEIX HAZHEUEHMHA,

HasHaueHua cepTudmkaTa:

MpoBEpKa NOLMMHHOCTIA = ~
r | MpoEepka NogMHHOCTH KIMEHTE
| MoanuceIBaHWE Koda

SalMIWEHHEA INEeKTPOHHAA NoYTa I

W] VrTaHnrka METKU RNEMEHI bt
< >

DOpMET 3IKCNOPTa

BoibepuTe dopMaT SKCMOPTMPOBAHWA NO YMONYEHWHD NPK
NEpETACKMBaHUY CEPTHDMKETA B Nanky.

DOPHET srcmopTa{ |Cep‘rn¢m<.a'rb| PKCS %7 (*.p7b) W | I

B nyTb BCE cepTMqJﬂRE"IT
Q OK Jl OTmexHa |

B A,0BepeHHble KOpPHeBble cepTUdUKATbl UMNOPTMPYEM HAL paHee CO3AaHHbIN cepTuduKar




i

HazHaqeHuwe:

CepTndmkathl

=Boa>=

L

[loBEpEHHEIE KOPHEBEIE LIEHTPEI CEPTHMKELYN [oBepeHHele vzaaTeny | Mzoatend, Hel | ¢

KoMy BEIAEH

[5class 3 Public Prima...
[5;]Class 3 Public Prima...
[5lcopyright (<) 1997 ...
[ IMicrosoft Authentic...

[IMicrosoft Root Aut...

[ElMicrosoft Root Cert...
[EilMicrosoft Root Cert...
[IMicrosoft Roat Cert...

[53INO LIABILITY ACC...

Hem BolgaH

Class 3 Public Primary ...
Class 3 Public Primary ...
Copyright {c) 1997 Mi...
Microsoft Authenticod. ..
Microsoft Root Authority
Microsoft Root Certifi..
Microsoft Root Certifi. ..
Microsoft Root Certifi. ..
MO LIABILITY ACCEP...

Cpok ge...

2/08/2028
8/01/2004
31/12/1999
101/2000
31/12/2020
10/05/2021
24/06/2035
23/03/2036
8/01/2004

MoHATHOE WMA

VeriSign Class 3 ...
VeriSign Class 3 ...
Microsoft Timest. ..
Microsoft Authe...
Microsoft Root A...
Microsoft Root C...
Microsoft Root C...
Microsoft Root C...
VeriSign Time 5t... W

SKCNopT... ¥aaniTe

HazHa4eHA cepTMdMKaTa

JononHKUTENsHO

MpocMaTp

JEKPEITE

" MacTep uMnopTa cepTUdUKaTOB

Mactep umnopra cepTudnKaTos

3TOT MACTEP NOMOraeT KONKPOBaTh EEpTMdJMKBTbI, CMACK AOBEPMA M CNMCKK OT3bIBS

CEPTHOMKATOE C NOKANEHOr0 AWMCKE B ¥PEHWIMLLE CEPTURMKATOE,

CepTrdMKaT, BEIQEHHEIM LEHTPOM CepTHRMKELWK, AENAETCA NOATEEPMASHWEN BaLUSH
MMYHOCTI 1 COLEFHMT MHBOPMALID, HEDDXOZMMYD ANA AWM TEI LEAHHEIX MM
YCTEHOEMNEHUA SALMILEHHEIX CETEELIX NOQKAKDHEHMA, XPaHHAMILE CEpTUdMKAaTOE —
3To 0BNaCTE CMCTEMEI, MPEAHAZHAYEHHAR ANA XPAHEHUA CEPTHIMKATOR,

[1nA NPOAOMKEHWA HEKMWTE KHOMKY "[lanee”,



IEP DI

I
ITOT KOMABK., b JoKyMEHTEI v O Mowck: JdokymedTsl 0
WiaTs manky d @

fﬂmu
USER

Jata nameHeHnA

18/03/2014 11:18 ...

Tun

Maiin obmer

%= MOWATOBAA HACTPOIMKA MK

18/03/2014 11:01 ...

JokyMenT B

H Obzop...

ZpaTh bonee oaHoro

FX,.p12)
WKaTEl PKCS #7 (.p7b)
n

| dhaiina:

| Otkpeite | | Otmena |

Qrw

BBOAMM Napo/ib BBOAUMbII NpU coO3aaHuKM cepTudukaTa

@ # MacTep UMMNopTa CEpTUQMKATOR

33WMTa C NOMOWEID JFKPEITOND KAKUA

[ns oBecneqeqnn GESONACHOCTM 3KPLITHIA KMOY 33LULMLLEH NaponeM,

@ = MacTep MMNopTa CEpTUGMKATOR

BeenuTe Naponk AnA 3aKpeITOro Koua,

[[]NokassisaTe napons

MapamMeTpLl MMNopTa:

KIHOUMTE YOUNEHHYIO SELUMTY 38KPEITOro KNoYa. B 3ToM ciydae npu Kawac
WCMoNbL30EaHAM 33KPLITOMD KNKDYa NpMnoweruen ByaeT sanpawmMsaTec
PaspELIEHIE,

[]MoMeTHTs 3TOT KNKOY K&K KCMOPTUPYEMBIA, YTO NOSBONMT COXPAHATH
PEZEPEHYIO KOMUID KNKYa M MEPEMELLATE ero.,

BRMOUMTE BCE PACWMPEHHEIE CBOHCTEA,

Xpanwnnue cepTwduKaTos

XPAHMMMLLE CEPTUMKATOE - 3T0 CUCTEMHBIE 0BNACTH, B KOTOPBIX
XPEAHATCA CEPTUNKETEI,

Windows aETOMATHHECKM BLIGEPET XPAHMIMILE, MM Bbl MOXETE YKa3aTh

PaCNoNoKEHHE CEPTUAMKATE BPY|HYIO.

(_) ABTOMaTIECKN BRIGPETL XPAHWUMMILE HA OCHOBE TUMa CEPTHDUKETE

@J MoMECTUTE BCe CEPTUAMKATE B CNENYIOWES XPEHUIULLE

XPEHANMILE CEPTUGNKATOE:

[JoBepeHtble KOPHESbIE LEHTPEI CEPTHBHIKGLIM

| | Ofbzop...




@ £ Mactep mmnopta ceptuduKaTos

3aBeplueHne MacTepa MMNopTa cepTudUKaToB

CepTudmkaT BY4eT MMNOPTHMPOBEH NOCNE HEMETHMA KHOMKK “ToToB0 ",

Belni yKa3aHe! CREAYHIWWE NapaMeT il

XPEHWIMWE CEPTUHMKATOE, BbIDPaHHOE NoNb30BaTENEM [l0BEPEHHEIE KOPHEBGIE LEH
Cogepsmmoe PEX

dain C:\usersacfos\DocumentsiJ
£ >

[oToED OTtmeHa

OANEE NOABUTCA OKHO A/19 BbIBOPA 3ALLUTbI SAEMEHTOB BbIBUPAEM YPOBEHb BE3SOMACHOCTU

¢ IMnopT HOBOTO 3aKPLITOro KAKUa 06MeHa & Bei60p YPOBHA 6e30MacHoCT

BriGepuTe ypoBeHs SalWKMTEI, COOTEETCTEYIOWMWIA STOMY

HWHOJKBHHE CO30AET SAWMLULEHHLIA 3NEMEHT. INEMEHTY.

(®) Bicormit

2anpalwmEaTs MO PaSPELEHNE C NAponeM npi
MCNONb30BEHAN SNEMEHTE.

() Cpearmi
ZanpawnsaTs Moe PESPELWEHIE MpK
WMCNONb30BaHUK 3NeMeHTa.

JaKpbITaiit Koy Crypto AP

YCTaHoENEH cpeHui YpoBEHE BES0NacHoCTH

( YpoeeHs GesonacHocTA. . )

OmvenHa CocTas... < Hasen o

KoMy KaK yao6Ho

yTobbI HE NyTaeTcA MOXXHO BBECTM TOT }Ke NapoJ/ib YTO U ANA cepTudUKaTa UK HOBbIN Kak byaeT

yao6Ho




x
& Coznanve napons Ex & MiMnopT HOBOro 3aKpbITOrQ KAKOYa 0bMeHa

Zapaitte napone ANA 3alKTel 3TOMO 3NEMEHTA.
HDH]'IOXBHHB COSA3eT SAWMILEHHEIA 3INEMEHT.

CoznaliTe HOBEIA Maponk ANA 3TOMO 3NEMEHTE.

Mapone ans: ZaKkpbITsii Koy CryptoA 3aKpeITaii Koy CryptoAP

Mapons: [ YCTAHOBNEH BRICOKMA YPOBEHE BE30MAcHOCT
o
YpoBeHs GesonacHoCTA. .
~—

< Hasan -k CmmenHa I oK I Omvena

NOABUTCA OKHO, B KOTOPOM Bbl CMOXKETe onpeaenuTb Ball UHAUBUAYANbHBIA OTNEYATOK c/iefa. AaHHbIM 0TNeyaToK
cnepa MoXeT 6biTb UMdPOBOK NOANUCHIO IMYHDBIX A,OKYMEHTOB.

2 MNpeaynpexaeHne cMcTeMbl 6@30MacHOCTH

Byaet ycTaHoBnEH cepTudmnkat oT uenTpa ceptudukaumn (LLC),
NpesCTaBNALLWIe:

acfgs

Windows He yaaeTca NpoBEpUTE, YTO CEPTURNKAT ASHCTEMTENEHD
nony4ed ot "acfgs”. OBpatutece k "acfgs” ana noaTeepxaeHna
npoucxoxAeHna cepTudmkara. B xoae 3Tore npouecca sam npuroautcs
CAEAYHOLLIEE SHAYEHME!

Otnevatok (shal) : FCE92360 2E9B02AD 65DBSEGE B4AOD4ST S40DAADD

Mpegynpexienne

Ecnu bl ycTanoBuTe 37T KopHesoi ceptudimkar, Windows Gyger
3BTOMATUHECKW AOBEPATE NHoBomy cepTudukaty, spiganHomy 3tum LC,
YeTaHosKa cepTUdNKaTa C HENOATEEPHAEHHBIM OTMNEYATKOM
NpeACTaBNAET pyck Ana BesonacHocTn. Ecnmn Bbl HameTe kHonky “Ja”,
Bbl NPUHUMAETE Ha ceBa 3TOT puck.

Bbl XOTWTE yCTAHOBWTE 3TOT CEpTUdUKATT

)

B rpynny A0BEepeHHbIX u3gartenein gobasaserte No TOoMmy e NPUHLMNY TOT }Ke cepTuduUKaT, ganee -  3aKpbiBaem
OKHO

2 CepTMdwkaTsl

HasHaueHwe: <Bre> W

[loBEpEHHbIE KOPHESEIE LEHTPEI cepThdMiKawy | JOBEPEHHBIE MSAATEMNN | Mspatenn, He * | *
——e

Komy Be1aEH Kem BolaaH Cpok ae...  [MoHATHOE MMA
@ad’gs acfgs 22/02/2114  <HeT=
e —

SKMOPT... YaanuTe JononHuTensHo

MpocvoTp

‘ 3aKpeITh i




Aanee BO BKAAAKe Nporpammbl BbiIbMpaem cneayloliee U HacTpamBaem HaaACTPOMKU ONA UCKAOYeHUa baHHepHOM
peKknambl, GULLIMHIA OT MyCOpPa HAa CTPAHMLLAX MPOCMaTPMBaEeMbIX CaiiTOB

= ?
Ceowcrea: MiHTepHet :
Cbuwme BesonacHocTE | KoHpHOEHUMANEHDCTE
CoaeprkaHue MoaknoYeHuA | Mparpattel | AononHuTensHD

OTrpeiTHe Internet Explorer
@ BrIGepUTE, KaK CNEAYET OTKPEIBATE CCBUKM,

|Bcern.a 8 Internet Explorer B knacomdeckom Bnae W | !

|:| OTKPEIBaTE NNMTKK Internet Explorer Ha pafiouem cTone

HapncTpofikn
_‘! BRMIOHEHME MW OTKNIOYERWE HacTpoer Bpaysepa,
L YCTEHOBNEHHBIX B BALER CACTEME, —

U HacTponTe HaaCTpa#KK

PeaakTHpoBaHie HTML

» _  BeifepuTe nporpamMMy peaaKTUpoBaHWA HTML-tbalinos,
KOTOPYHD Bkl XOTWTE MCNONL30BaTE C Internet Explorer,

PepakTop HTML: | W |

Mporpammel MHTEpHETA
YKEKMTE NPOrpamMel, KOTOPEIE Bbl XOTHTE
MONoNE30BaTE ANS APYrMX ciyxb MHTepHeTa,
HAMPHMMED SNEKTPOHHON NOYTEL

ConocTaeneHA dainos

BribepuTe THNE dainoe, koTopele Internet
Explorer ByaeT 0TKPEIBETE MO YMOMHEHWIO,

| 33Tk CONOCTAENEHWA |

OK | | OTtMeda | | MpUMEHHTL

YnpasneHve HaaCcTpORKamK

MpocmoTp HagcTpoek Internet Explorer v ynpaenexve vmun

Tunel HagcTpoek Wwa CocToanne Moy

@ Manenn UHCTPYMERTOB U pacLuMpenns
§2 CyxBel noncka

&Y ckopurenn

pBing Mo ymonuanue 1
e

®3au.|ma OT CAEKEHNS

<

BuiSepute Ciyx6y MOMCKa, KOTOPYHD Bbl XOTUTE MPOCMOTPETL MM M3MEHHTS.

=

BnoknpoEaTe NPeAnokeHna Nporpamn ob usmenennn ciyxbel noncka

[¥] Nowck & sapecrion cTpoke

Komy KaK yao06Ho

Aanee BO BKNAAKe AONOJHUTENILHO ONpeaensiem 40NonHUTeNbHYYo 6e3onacHocTb 6paysepa! CoxpaHaemca u
nepesarpyaem KomnbtoTp!!!

Mocne nepesarpysku npoBepsaem napameTp BbibpaHHOro pexkuma. Ecnm ¢pnazkok ucues ctaBum BHOBb M NPOAOIIIKaemM
HACTPOMKy!



Obwme BesonacHocTb I KoHdmaeHuMansHoCTL |
Coaepsanme Moarkno4eHHa Mporpammis! | AononHUTEnbHo
MNapameTpel

5 BezonacHocTs ~

S5L 3.0
TLS 1.0
[[] BnoxmposaTs HefesonacHie pUCYHKIA M APYTONR CHELEH-
BrmiounTe BHYTPEHHIOK noaaepsky XMLHTTP

[¥] BKAOUMTE SEWMTY NEMATH ANS CHIBKEHIS DUCKE MHTEDH!
r [ BrmounTs PACIUMPEHHEI SALLMILEHHEIR PEXM™
BrvouMTE CTporyto nposepky PR

BriounTe duneTp SmartScreen

BrmiounTe xpanunuwe DOM

WecnonesoeaTe TLS 1.1

WecnonesoeaTe TLS 1.2

[ He coxpaHaTs aWMbPOBaHHIE CTDEHMLEI HE AWCK
£ >

[<]lelj<]<]

W

* M3MeHeHMA BYayT NPMMEHEHE NOCIE NEPE3ANYCKE KOMMEIOTEPa

BoccTaHoBMTE AONONHWTENEHEIE napamMeTpel |

CBpoc NapaMeTpoB HacTpaliky Internet Explorer

BosspawaeT napameTpel Internet Explorer k sHaqeHusm
M0 YMONYEHIHD,

WenonesyiiTe cipoc Tonsko ecnv obospeeaTens HepaboTomocoben.

|"1l 0K || OTMeHa |’ MpUMEHUTE

646Ut

Obwwme BesonacHocTb | KonduaeHansHocTs

CoaepsaHue MogrnodeHna | MporpamMMe! | [AononHuTensHo

MNapameTpel

a8

2.0
55L 3.0
TL5 1.0
BnokmMpoEaTh Hefesorn: 11 CMELEHF
BKMHO4MTE G4-pazpaaHeIe NPoUSctsl Ana ;cu.lmpeHHorol
BKMOWMTE BHYTPEHHION nogaepsky XMLHTTP
BKMMOUMTE PRCILMPERHEIR SELLALLERHEIR ﬁﬂn* )
BIIOUATE CTPOryi0 NpoBepKy P3P
BrritounTe huneTp SmartScreen
BrrtounTe xpaHunuwe DOM
WcnonesoBats TLS 1.1

WcnonesoBats TLS 1.2

|—| He coXpaHATE 3aWMDDOBEHHEIE CTDEHWLEI HE AWNCK.
< >

RERERRERE ORI

* MzMeHeHuA BYAYT MPMMEHEHE! NOCNE NEPESaNYCKE KOMMLHTERS

BoccTaHoBuTh A0NonHUTENbHbIE NapamMeTpel |

CHpoc napameTpos HacTpokiki Internet Explorer

BosspawaeT napameTpel Internet Explorer 1 sHaueHnamn
Mo YMOM4EHWID,

WcnonesyiiTe cipoc Toneko ecni ofospeeaTens HepafoTocnocobeH.

| | OTMeHa MpHMEHKTE

! NO34PABNAIO EPAY3EP HACTPOEH!

AANEE B OKHE AOMWUHUCTPUPOBAHUA OTKPbIBAEM C/NTYKbbl U HACTPAUBAEM UX

‘el [N

MogennTeoa

b o WMsBpaHHoe

& 3arpyskn
%ﬂ HepaeHwe mecTa

B Pabounii cron
18 3107 KOMRBIOTER

G"! Cete

Cpeacrtea paboTel € APALIKAMIA MMHHHCTDHDDBHHHE
Bua ¥npasneHwe
1T - <« BCe3nemenTsl NaHeNK yNpas.. b AJMUHWCTPUpOBAHWE v & Mowck: Agmun

ma . [ara nameHeHnA Tun

@ Windows PowerShell ISE 22/08/2013 31 AM  Apneik
@ Bpangmaysp Windows B pexxnme noset.. 22/08/2013 %39 AM  Apneik
@ MHuumatop i5C5I 22/08/2013 £33 AM  Apneik
WeTounukn ganHex ODBC 22/08/2013 ::55 AM  Apneix
[ Kondurypauma cuctems: 22/08/2013 %43 AM  Apneik
@ JNlokaneHan NoAUTHKE BEIONACHOCTH 22/08/2013 9:50 AM  Apneix
MonuTtop pecypcos 22/08/2013 9:47 AM  Apneik
[z Onmumnzaume guckoe 22/08/2013 %41 AM Apneik
Ouncrra gucka 22/08/2013 ®:52 AM  Apneik
MAaHnpoBLWMEK 2383HNIA 22/08/2013 50 AM  Apneik
{#l] NpecmoTp cobemuii 22/08/2013 ®:50 AM  Apneik
{7 Ceegerma o cucteme 22/08/2013 43 AM  Apneik
@ CHCTeMHBIR MoHUTOp 22/08/2013 %47 AM  Apneik
_@-_Cnyx&m KOMMOHEHTOE 22/08/2013 ®:53 AM _ Apnbik

(@ Coyxbei 22/08/2013 %50 AM  fipnex )

7L CpeacTen npoeepRI ManmT WindowWs TSI UAT A Apnok
@ ¥npasneHue KOMNEHTEPOM 22/08/2013 50 AM  Apneik

@ ¥npasneHue Ne4aTbio

22/08/2013 9:39 AM

Apnbik



CBepuTb KaXKAbliA KOMMOHEHT CNYKObI

Nma

Z, BranchCache

.. DHCP-knuent

'+ Diagnostics Tracking Service

. DNS-knueHT

‘. Intel(R) Content Protection HECI Service

% Intel(R) HD Graphics Control Panel Service

£/, KtmRm ana KOOpPANHATOPa PacnpeaEneHHbIX TPaH3aKLMi
% Microsoft Edge Elevation Service (MicrosoftEdgeElevationService)
£ Microsoft Keyboard Filter

(4, Office 64 Source Engine

(% Plug and Play

£ Quality Windows Audio Video Experience 3

. Sierra Wireless Service

(4, SMP auckoebix npoctparcte (Maiikpocodt)

4 Superfetch

% Validity WBF Policy Service

£ Windows Audio

2, Windows Driver Foundation - User-mode Driver Framework
% Windows Search

(. ABTOMaTUYECKan HACTPOIIKa CETEBbIX yCTpOWCTe

'+, AeToHactpoiika WWAN

', ABToHOMHBIE daiinbl

(. AreHT 33LLWTbI CETEBOrO AOCTYNA

(4, Arent nonutikm IPsec

'.ﬁ Apantep npoussogutensHoctn WMI

., Buometpuueckas cnyx6a Windows

'+ Bpanamaysp Windows

-

Wma

(. Bpaysep komnbroTEPOE

', Bpokep epemern

(. Bpokep cucTemHbIX COBBITMI

(., BeicTpas nposepka

(/. Beb-knment

., BupTyansHein anck

‘4 Bcnomoratensran cnyxba P

'+, BropuuHbiii BX04 B CUCTEMY

. ToToBHOCTE NpUNOXEHUIA

4 Mpynnupoeka ceTeBbIX y4acTHMKOB

(. ncneTyep aBTOMATUHECKIX NOAKIOHEHMI YARNEHHOTO AOCTYNa
(4, IncneTyep NoKansHbIX CEIHCOB

(4, Ancneryep HacTpoiiku ycTpoiicTe

".4, Ancnetuep neyatn

(%, Aucnetuep noaxkntouernii Windows

4 AncneTuep NoAKNOYEHNIT YAaNEHHOMO A0CTYNa
4 ImcneTuep yAOCTOBEPEHNA CETEBBLIX YHaCTHMKOB
4, AncneTuep y4eTHbIX A3HHBIX

4 AmcneTuep yyeTHbIx 3anuceit GesonacHocT

4 Doctyn k HID-ycTpoiicteam

4 Xypran cobeimmit Windows

(% XypHanbl 1 ONOBELEHNS NPONIBOANTENEHOCTH
4 3awwra nporpammHoro obecneyenns

S Mzonauma knroyein CNG

% Mnctpymentapuin ynpaenenns Windows

% Vurepdeiic roctesoii cayx6ei Hyper-V

£, IHbOpMaLma 0 COBMECTUMOCTH NPUNOXKEHNIT

Onucanne

37a cnyxba KaLumpyeT ceTes...
Peructpupyer u o6Hoenser |...
The Diagnostics Tracking Ser...
Cnyx6a DNS-knuenTa (dnsca...
Intel(R) Content Protection H...
Service for Intel(R) HD Graphi...
KoopauHupyer TpaHzakumm M...
Keeps Microsoft Edge up to u...
Controls keystroke filtering a...

Coxpanerme YCTaHOBOYHDIX ...

Mo3ssonser komneroTEPY pPac...
Quality Windows Audio Vide...

Sierra Wireless Service

Cnyx6a y3na gns nocTaswmk...
MoaaepXMBAET M yNyHLLIAET M.

Validity WBF Policy Service

¥Ynpaenenue cpegcreamm pab...
Cosgaer npoueccel Apaiieepo...
NHAEKCMPOBaHNE KOHTEHTS, K...
Cnyx6a aBTOMaTU4ECKON YCT...
37a chyxba ynpaenser mobu...
Chyx6a aeToHOMHbIX daino...

AreHT cnyx6bl 3aLLmMTBI 4OCTY...
Besonacrocts npotokona IP (...
MpeaocTtaenser ceeaerna 6u...

Buomerpuyeckas cnyxba Wi...

Bpanamaysp Windows nomor...

Onucanne

OBcnyXMBAET CNMCOK KOMMb...
KoopauHupyer sbinontexue ...
KoopanHupyer binonHeHue ...
Mposepser noTeHunansHbie ...

Mossonser Windows-nporpa...
Mpeaocraenexne cnyx6 ynp...

Obecneunsaer BOSMOXHOCTb...
Mossonser 3anyckaTe NpoueC...
MoaroToeka NPUAOXKEHWI K W...
BkNtOYaET MHOrOCTOPOHHME ...
Co3aaer NoAKNtOHEHNE K YA3...

Ocroenasa cnyx6a Windows, ...
Brntouenne obHapyxeHus, C...

37a cnyx6a No3BONAET CTABM...
MpuHumaer pewuerns ob aeT...

YNpasnsaer NoOAKNOUEHNAMM ...
MpeaocTtaenser cnyx6ol nge...

ObecneynBaeTt 33LLUNLLIEHHOE ...
3anyck 3To# cnyxBbl CAYKWT...
AKTUBMPYET U NOAAEPXKNBAET ...
37a chyxba ynpasnser cobbl...

Cnyx6a xypHanoe npoussoa...
Paspeluaer ckaumeanme, ycra...
Cnyx6a nsonaumm knrouen C...
Mpeaocraenser obLumit MHTE...

WHrepdeiic ana B3anmogencT...
O6paboTka 3anpocoe Ha Npo...

Cocroaxune

Beinonwserca
BeinonnHserca
Beinonnserca

BeinonnHserca

Boinonnserca
Boinonnserca
Beinonnserca
Beinonnserca
Beinonnsaerca
Beinonnserca
Beinonnserca
Beinonnserca
Beinonnserca

Beinonnserca

Beinonnserca

Cocroaxue

BeinonwHserca
Beinonnserca

Bbinonnserca

Beinonnserca

Beinonnserca

Beinonnserca

Beinonuserca

Beinonnserca

BoinonHsaerca

Boinonwserca

Beinonwserca

Beinonwserca

Tun 3anycka
BpyuHyio
AsToMaTuyeckn
AsTOoMaTHyeCcKn

AsTomatnuecku (3any...

BpyuHyto
AsTOMaTHYECKN

BpyuHyto (akTuenposa...

Bpyunyro
OtkntoueHa
Bpyunyro
BpyuHyto
Bpyunyro
ABTOMaTUHECKN
BpyuHyro
AsTomaTnueckn
AsToMaTHyeckn
AsTOMaTHuECKN

Bpyunyro (akTueupoea...
AsTtomatnyeckm (oTno...
BpyuHyto (akTuenposa...

AsTOMaTHYECKN

BpyuHyto (akTuenposa...

AsToMaTHueckn

AsTomatuyeckm (sany...

BpyuHyro
AsTOMaTUYECKN
AsTomarnyeckn

Tun 3anycka

BpyuHyto (akTuenposa...
BpyuHyto (akTuenposa...
AsTomatuueckn (3any...
BpyuHyto (akTueuposa...
Bpyunyro (akTueuposa...

OtkntoueHa
AsTOoMaTHuECKN
BpyuHyto
Bpyunyro
BpyuHyto
Bpyunyto
AsTOMaTHHECKN

Bpyunyro (aktuemposa...

AsTOMaTUYECKN

Astomatuyeckm (any...

Bpyunyro
BpyuHyro
BpyuHyro
AsTOMaTUYECKM

BpyuHyto (axTuenposa...

AsTOMaTUHECKN
Bpyuryto

AsTomatuueckm (oTno...
AsTomaTuyeckw (3any...

AsTOoMaTUuECKN

BpyuHyto (akTuenposa...
BpyuHyro (aktuemposa...

Bxoa ot umenn

Ceresan cnyxba
NokaneHas cnyx6a
NokaneHas cuctema
Ceresan cnyxba
JlokaneHas cuctema
JNlokanbHas cuctema
Ceresan cnyxba
JlokaneHas cuctema
JNlokanbHas cuctema
JlokaneHas cuctema
JlokaneHas cuctema
NokaneHas cnyxb6a
JNlokaneHas cuctema
Ceresan cnyxba
JlokanebHas cucrema
JlokaneHas cucrema
NokaneHas cnyxb6a
JlokanebHas cucrema
JNlokaneHas cucrema
NokaneHas cnyxb6a
NokansHas cnyx6a
JlokaneHas cucrema
Ceresan cnyxba
Ceresan cnyxba
JNlokaneHas cuctema
JNokaneHas cuctema
NokaneHas cnyxb6a
Bxoa ot umern

JNlokaneHas cucrema
NokaneHas cnyxb6a
JNlokaneHas cucrema
NokaneHas cucrema
NoxaneHas cnyxb6a
JlokaneHas cucrema
JNokanbHas cuctema
JlokanbHas cuctema
JNlokaneHas cucrema
Nokansras cnyxba
JlokaneHas cuctema
JNlokanbHas cucrema
JlokaneHas cuctema
JNokaneHas cucrema
NokansHas cnyx6a
JlokaneHas cucrema
NoxaneHas cnyxb6a
JlokaneHas cucrema
JNokaneHas cuctema
JlokaneHas cucrema
NokanbHas cnyxba
NokaneHas cnyx6a
Certesan cnyxba

JNlokaneHas cucrema
NokaneHas cucrema
JNokaneHas cucrema
JNokaneHas cucrema



Nmsa

%, KnueHT rpynnosoit nonutukm

. KNMEHT OTCNEXNBAHNA N3MEHNBLUNXCA CBA3EN

. KoopanHaTop pacnpeaeneHHbix TpaH3akumii

4 Kaw wpudros Windows Presentation Foundation 3.0.0.0
% Noeywika SNMP

% Noxatop yaanenHoro sbizoea npoueayp (RPC)

S MapupyTusaums u yaaneHHbIi gocTyn

%4 Mogynmn kntoueii IPsec gna obmena kntouamm 8 ViHteprere u npor...

4% Mogayne 3anycka npoueccos DCOM-cepeepa

4 Moayne nopaepxku NetBIOS wepes TCP/IP

4 Hactpoiika cepeepa yaanerHbix pabounx cronos

‘4 Hemepnennbie nogrnrouenns Windows - perncTparop HacTpoiiku
. O6Hapyxenne SSDP

', OBHapyxeHNe MHTEPAKTNBHBIX CNyXE

4 O6wmii gocTyn k nogxntouennto k Mnteprery (ICS)

‘., Onpeaenenne o6opyaoeaHus 0Bonoukm

L. ONTUMU3aUmMa ANCKOB

:q l'lepeuanpauu‘renb NOPTOE NONB30BATENLCKOro peXXnuma Cl'ly)K6 YA

S Mutanne
4 Mnannpoewwmk 3agaHuin
4 MNaHMPOBLLMK KNACCOB MyNETUMEANE

4 Moaaepxxa 3nemeHTa naHenm ynpaenexna "Otuersl o npobnemax...

(% Monutika yaaneHna cmapT-kapt

£ MomoLLHmK No EX0AY B yueTHYto 3anuck Maiikpocogt
£, TIOMOLLHMK NO NOAKNIOHEHMIO K CETH

£+, MocpeaHnk NoakNoYeEHUI K CETH

. MocTaswmk gomaLuHedn rpynnel_

Nmsa

_, Mposoaran aeToHacTpoiika

(%, MporpammHsIii NocTasLmK TeHeBoro konuposarua (Microsoft)
S MNpocaywmeatens AoMaLLHEN rpynnbl

(% Npotokon PNRP

(4 My6ankaums pecypcos obHapyxeHna GyHKuMn

(. PaBouas craHums

(4, PaBoume nanku

Sk Pacnpoctpanenune ceptudpukara

£, PacLuMpeHna u yBEAOMNEHNA ANA NPUHTEPOB

Sk Pacwmpsaemeiii npoTokon nposepku nognuHHocTy (EAP)
Sk C6opuumk cobeirnit Windows

', CeeaeHMA 0 NPUAOXKEHNM

(4, Cemeiinan BesonacHocTe

J Cepeep

4 Cepsep ynopsao4eHns noTokos

(4 Cetesoii 8x0a B cucTemy

(. CeTeBble NOAKNIOHEHNA

(% Cucrema cobermuit COM+

4 Cuctemmoe npunoxexne COM+

S Cnyx6a "O6Hoenenue Microsoft Edge” (edgeupdate)

£, Cnyx6a "OBHoeneHue Microsoft Edge” (edgeupdatem)
(% CnyxBa SSTP

(4, Cnyx6a aeTomaTnueckoro obHapyxeHus se6-npokcu WinHTTP
£ Cnyx6a aeToHactpoiikn WLAN

(4, Cnyx6a 6asosoil punsTpaLmm

S Cnyx6a 6ecnposoaHoii ceasu Bluetooth

54 Cnyx6a supryanmsaumm yaanenHbix pabounx cronos Hyper-V

Onucanmne

[Jannan cnyxba oteeqaer 3a ...
Moaaepxueaer ceasu NTFS-...

KoopanHaumna TpaHsakuymi, o...
ONTUMU3NPYET NPONZBOANTE...
MpuHumaer coobuyenns nep...
B Windows 2003 n 6onee paH...
Mpeanaraet ycayrn mapLupyT...
Cnyx6a IKEEXT copepxut mo...
Cnyx6a DCOMLAUNCH sany...
Ocywiectenser nogaepxxy N...
Chyx6a HacTpoiikn cepeepa ...
Chyx6a WCNCSVC coaepxmn...
OB6Hapy>KMBAET CETEBBIE YCTP...
Brntoyaer ysegomnenune non...
Mpeaocraenser cnyxbol TpaH...

MpeaocTaensaer yeeaomnenn...

Momoraer komnetoTepy pabo...

Mo3eonsaer BbINOAHUTE nepe...

YnpasnaeT NOAUTUKON NUTaH...
Mossonser HacTpaneats pacn...
Paspewuaer ycraHasnuears oT...

37a cyxba obecneunsaer n...
Mo3sonser HaCTPOUTL CUCTE...

Brntouenue exoaa B cucTemy ...
BbiBog yBeaomneHuns o cocTo...
MoakntoueHna K NOCPEAHNKA...
BbinonHeHWe ceTeBbix 3343, ...

Onucaxmne

Cnyx6a Wired AutoConfig (D...

¥Ynpasnsaer NnporpamMmmHbIM C...

MzmereHne NnapameTpos NoK...
Paspewaer GescepeepHoe 0a...
My6aunkyer 3T0T KOMNBIOTEP ...
Co343€T M NOAAEPXKMBAET KNM...
3713 cnyx6a CUHXPOHU3MPYET ...

Konupyer ceptudukarsl non...

371a cnyx6a OTKPLIBAET NONL3...
Cnyx6a pacLumpsaemoro npo...
37a cnyxba ynpaenser nocro...
O6ecneynBaeT BLINOAHEHNE ...
37a chyxba — 3arnywka Ana ..
Moaaepxueaer obLumii gocTy...
O6ecneunsaeT ynopagoseHH...
O6ecneunsaer GesonacHbiii K...
Ynpaenser obvekramu nanku...

Moaaepxxka cnyx6el yeeaom...

¥Ynpaenexune HacTPONKOIA M O...
O6ecneynsaeT akTyanbHOCTD ...
O6ecneunBaeT akTyanbHOCTb ...

O6ecneunsaer noaaepxKy n...
WinHTTP peanusyer crex kn...

Cnyx6a WLANSVC npegocra...
Cnyx6a 6azosoit punsTpaum...

Bxnrouaer BecnposogHeie ra...

37a chyxba npeaocTaBnaeT n...

Cocroaxune

Beinonnserca

Beinonwserca

Beinonwserca
Beinonnserca

Beinonnserca

Beinonwxserca

BeinonwHsaerca
BeinonHserca

Beinonnsaerca

Cocroaxune

Beinonnserca

Beinonnserca

Beinonwserca

Beinonnsaerca

Beinonnsaerca

Beinonnserca
Beinonnserca
Beinonwserca

Tun sanycka

Astomatuyeckm (any...

ABTOMaTHYECKN
BpyuHyto
BpyuHyto
BpyuHyto
Bpyunyro
OtkntoueHa

AsTomatuyeckm (any...

AsTOMaTUYECKN
OtkntoueHa
BpyuHyto
Bpyuryto
Bpyuryto
BpyuHyto
OtkntoueHa
AsTomaTnueckn
BpyuHyto
Bpyunyto
AsTOMaTUYECKN
AsTOMaTUUECKN
AsToMaTHueckn
BpyuHyto
Bpyunyro

BpyuHyro (aktuemposa...
BpyuHyto (akTuenposa...
Bpyunyto (akTueuposa...
Bpyuryto (aktuemnpoea...

Tun sanycka

Bpyunyro
OtknroueHa
Bpyunyro
Bpyuryro
Bpyunyro
AsTOMaTUYECKM
Bpyuryro
BpyuHyto
Bpyuryro
AsTOMaTUHECKK
Bpyuryro

BpyuHyro (akTuenposa...

Bpyuryro
ABTOMaTHYECKN
Bpyuryro
Bpyuryro
Bpyunyro
ABTOMATUYECKN
Bpyuryro

Aetomaruueckm (oTno...
BpyuHyto (akTuenposa...

Bpyunyto
BpyuHyro
AsTOMaTUHECKN
ABTOMaTUHECKN

Bpyuryto (akTuenposa...
BpyuHytro (akTuenposa...

Bxoa ot umenn

JlokaneHas cucrema
JNokaneHas cucrema
Certesan cnyxba
NokaneHan cnyxba
NokansHas cnyx6a
Ceresan cnyxba
JlokaneHas cucrema
JNokaneHas cucrema
JNokaneHas cucrema
NokaneHas cnyx6a
JNokaneHas cucrema
NokaneHas cnyxb6a
NokaneHas cnyx6a
JNokaneHas cucrema
JNokaneHas cucrema
JNokaneHas cucrema
JNokaneHas cucrema
JNlokaneHas cuctema
JNlokaneHas cuctema
JNlokaneHas cucrema
JNlokaneHas cucrema
JNlokaneHas cucrema
JNokaneHas cucrema
JNlokaneHas cucrema
JNokaneHas cucrema
JNokaneHas cucrema
JNlokaneHas cnyx6a
Bxoa ot umenn
JlokaneHas cucrema
JlokaneHas cucrema
JlokaneHas cucrema
JNokaneHas cnyx6a
NokaneHas cnyxba
Ceresan cnyxba
NokaneHas cnyxb6a

JlokaneHas cucrema
JlokaneHas cuctema
JlokaneHas cucrema
Certesan chyxba

JlokaneHas cucrema
JNokansHas cnyx6a
JlokaneHas cucrema
JNoxansHas cnyx6a
JlokaneHas cucrema
JlokaneHas cucrema
NokansHas cnyxba
JlokaneHas cucrema
JlokaneHas cuctema
JNlokaneHas cucrema
NokansHas cnyxba
NokaneHas cnyxb6a
JlokaneHas cucrema
NokansHas cnyx6a
NokaneHas cnyxba
JlokaneHas cucrema



Nma

54 Cnyx6a epemern Windows

. Cnyxba sasepluenmns pabote! B kauectee rocta (Hyper-V)
4 Cnyx6a 3arpyskn usobpaxennin Windows (WIA)

4 Cnyx6a 3anpocos Ha TeHesoe konuposaHue Tomos Hyper-V
4, Cnyx6a 3awmrHuka Windows

(4 Cnyx6a nHuumaropa Maiikpocodt iSCSI

i, Cnyx6a nHtepdeiica coxpaHeHns cetn

% Cnyx6a undpacTpykTypel GoHOBbIX 33434

£ Cnyx6a ncropum daiinos

4 Cnyx6a kawwa wpngtoe Windows

% Cnyx6a Marasuna Windows (WSService)

4 Cnyx6a mogyns apxueaummn Ha yposHe 6nokoe

S Chyx6a HabnrogeHns 3a 4aTunKammn

£, Cnyx6a obmena paHHbimm (Hyper-V)

% Cnyx6a obuyero agoctyna k nopram Net.Tcp

4 Cnyx6a obLumx ceresbix pecypcoe npourpeieatens Windows Media

4 Cnyx6a nepeuncneHns yCTPOINCTE YTEHNA CMapT-KapT
(4 Cnyx6a NnepeuncanTens NePeHOCHLIX yCTPOCTE

“, Cnyx6a noaaepxxu Bluetooth

Sk Cnyx6a NoANTUKN ANArHOCTNKK

4 Cnyx6a NOMOLLIHWKE NO COBMECTUMOCTH NPOrpaMm
% Cnyx6a nposepku cet 3awmtHika Windows

4 Cnyx6a npoduneit nonssosareneii

4 Cnyx6a nybaukaumm umen komnototepos PNRP

4 Cnyx6a nyneca (Hyper-V)

£, Cnyx6a paseeptoisanus AppX (AppXSVC)

Wma

4 Cnyx6a perncrpaunn ownbok Windows

(% Cnyx6a cbopiumka ETW Internet Explorer

' Cnyx6a ceeseHNit O NOAKNIOHEHHBIX CETAX

(4, Cnyx6a CeHCOPHOI KNGBUATYPbI M NAHENN PyKONMCHOTO BEOAR
4 Cnyx6a cuHxpormnzaumm spemenrn Hyper-V

4 Cnyx6a conoctaeneHns ycTpoicTs

4 Cnyx6a cnucka cetei

4 Cnyx6a yBeaoMNeHNA 0 CUCTEMHBIX COBbITUAX

Gk Cnyx6a yaanenHoro ynpasnenus Windows (WS-Management)
(% Cayx6a y3na noctaswmka wudposarna Windows

(4, Cnyx6a ycTaHoBKM yCTPOIiCTE

4 Cnyx6a xpanunuwa

4 Cnyx6a wndposaruns auckos BitLocker

£, Cnyx6a LwNko3a ypoBHA NPUAOKEHNA

4 Cnyx6bl kpunTorpadumn

4 Cnyx6bl nnatpopmel onpegeneqns mectononoxerns Windows
4 Cnyx6bi yaaneHHbix pabounx cTonos

4 Cmapr-kapta

', CobbiTna Nony4eHna HENOABIKHLIX M30BpaxeHui

. Conocraentens koHeyHbix Touek RPC

‘., CpeacTeo nocTpoermns koHeuHbix Touek Windows Audio

% Teneporua

L Tembr

", Tenesoe konupoeaHue Toma

£, Tononor kaHanbHoro ypoeHa

Cﬁ Yaanennoiit eoizoe npoueayp (RPC)

Onucanne

YNpaenaeT CUHXPOHN3ALMEN ...
OHa TaKKe NPEAOCTABNAET M...
O6ecneunsaer cnyxbel nony...
Cornacoebisaer 06MeH AaHH...
Mo380NAET NONB30OBATENAM 3...
Ynpaensaer ceancammn ViHTepH...
37a cnyx6a 0TNPaBNKET CETE...
Cnyx6a nndpacrpykrypel Wi...
3awmuiaer painbl NONL3OBA...
ONTUMU3UPYET NPONZBOAUTE...
OBecneunsaer NoAAEPXKY W...
Cnyx6a WBENGINE ncnones...
Beger Habnroagenwne 3a pasnu...
Cnyx6a npeaocTaenser mexa...
MpeaocTaBNAET BOIMOXHOCT. ..
O6wmit goctyn k GubanoTex...
Co3a3€T y3nbl NPOrpaMMHOT ..
Mpumenser rpynnosyro nonu...
Cnyx6a Bluetooth noaaepxu...
Cnyx6a NnoANTUKN ANArHOCT...
O6ecneunsaer noaaepxKy n...
Moseonser 33aLMTUTLCA OT NO...
37a cnyxba oTBEqaET 33 3arp...
37a cnyxba nybankyer uma K...
37a cyxba cneauT 3a COCTOA...
Obecneunsaer noasepxKxy w...

Onucaxne

Paspetuaer oTnpasky OT4ETO...

Cnyx6a cbopuumka ETW gns ...
CoBupaer u coXxpaHaeT cBege...
O6ecneunsaer pyHKUNOHMP...

Cnyx6a CUHXPOHUZYET TalME...
Cea3blBaHNE CUCTEMBI C MPOEB...
Onpeaenser ceT, K KOTOPbIM...

Beper HabnrogeHne 3a cucTe...

Cnyx6a yaanenHoro ynpaen...

Chyx6a y3na nocrasymka ...
Mossonser komnbioTEpY pac...

MpumenseT rpynnosyto nonu...
BDESVC npeaocrasnser cayx...
O6ecneunsaer noaaepxKy CT...
Mpeaocraenser Tpu cayx6bi ...
371a cnyxBa OTCNEKNBAET ME...

Paspewsaer nonssosatensm u...
¥YnpasnseT A0CTynoMm K ycTpo...
3anyck NPUAOXKEHUH, CBA3AH...
Obecneuneaer paspeLLeHme ...

YnpasneHue 38yKoBbIMM YCTP...
OBecneunsaer nogaepxky Te...
Ynpaenexue temamu odopm...

Ynpasnser co34aHNEM TEHEE...

Co3paer kapTy ceTh, coaepXa...
Cnyx6a RPCSS — 370 aucner...

Cocroaxune

Boinonwserca

Beinonnserca
Boinonnserca

Beinonnserca

Beinonnserca
Beinonnserca
Beinonnserca
Beinonnserca

Cocroanune

Beinonnserca
Beinonuserca

Boinonnsaerca
Beinonnserca

Beinonnserca

Beinonuserca
Beinonwserca

Beinonnserca

Beinonnserca

Tun sanycka

Bpyunyto (aktuemposa...
Bpyunyto (aktneupoea...

Bpyuryro

BpyuHyro (akTuenposa...

AsTOMaTHYECKN
Bpyuryro

AsTOMaTUHECKN
AsTOMaTHHECKN

Bpyuryro (akTuenposa...

ABTOMATHHECKN

Bpyunyto (akTuemposa...

Bpyunyro

BpyuHyro (akTuenposa...
BpyuHyro (akTuenposa...

Otkntouena
Otkntouera

Bpyunyto (akTueuposa...
BpyuHyto (akTuenposa...
BpyuHyro (akTuemposa...

AsTOMaTUHECKN
ABTOMaTUHECKN
Bpyunyro

ABTOMaTUHECKN

Bpyuryro

Bpyuryro (akTuenposa...

Bpyunyro
Tun 3anycka

BpyuHyto (akTnenposa...

BpyuHyio
AsToMaTnyeckn

AsTomatuyecku (3any...
BpyuHyto (akTueuposa...
BpyuHyto (aktueuposa...

BpyuHyto
AsTOMaTUHECKN

BpyuHyto

BpyuHyto (akTuemposa...
BpyuHyto (akTnenposa...
BpyuHyto (akTuenposa...
BpyuHyto (axTnenposa...

BpyuHyto
AsTOoMaTHuECKK

BpyuHyto (akTnenposa...

BpyuHyto
OtkntoyeHa
BpyuHyto
AsTOMaTUyeECKN
AsTOMaTUYECKN
BpyuHyto
AsTOMaTUyeECKH
Bpyunyro
BpyuHyto
AsTOMaTUYECKN

Bxoa oT umeHn

NokaneHas cnyxba

JNlokaneHas cucrema
JNokansHas cnyxb6a
JlokaneHas cucrema
JlokaneHas cucrema
JNlokaneHas cuctema
NokanbHas cnyxba
JNlokaneHas cuctema
JlokaneHas cuctema
JoxaneHas cnyxba
JlokanbHas cucrema
JlokaneHas cucrema
NokansHas cnyxb6a
JNokaneHas cuctema
NokansHas cnyx6a
Certesan chyxba
JlokaneHas cucrema
JlokaneHas cucrema
JNokansHas cnyx6a
NokansHas cnyx6a

JlokaneHas cucrema
NokaneHas cnyxb6a
JlokaneHas cucrema
NokansHas cnyx6a
JNlokaneHas cucrema
JlokaneHas cucrema
Bxoa ot umenn

JlokaneHas cuctema
JNlokaneHas cucrema
Ceresan cnyxba
JNokaneHas cuctema
NokansHas cnyx6a
JlokanebHas cuctema
JlokaneHas cnyx6a
JlokaneHas cucrema
Certesan cnyxba
NokaneHas cnyx6a
JlokanbHas cucrtema
JlokaneHas cucrema
JNokaneHas cucrema
NokanbHas cnyxb6a
Ceresan cnyxba
NokaneHas cuctema
Ceresan cnyxba
NokaneHas cnyxb6a
NokaneHas cuctema
Ceresan cnyxba
JNlokaneHas cuctema
Ceresan cnyxba
JNlokaneHas cucrema
JNokaneHas cuctema
NokaneHas cnyxb6a

Ceresan cnyxba



4 Yaanenuwin peectp

“+: YaocTosepeHne npunoxenna
‘. Y3en cucTeMBl AMArHOCTUKK
4 Y3en cnyxBel gnarHoctukn

% Y3en ynusepcanshbix PNP-ycTpoiicts

", ¥npaeneHne npuaoxeHnAMI

", ¥npaenenue ceptudmkatamu u kntovom pabotocnocobHocti
4 Yeranoswmk ActiveX (AxinstSV)

. Yeranoswmk Windows

. ¥cranoswmk mogynen Windows

4, Dakc

+: DoHoBaa MHTENNEXTyanbHan cnyxbBa nepeaaun (BITS)
4 XoCT BUBNMOTEKKM CHETYMKA NPONZBOANTENBHOCTH

“. XocT nocTaewmka pyHkyum oBHapyxkeHna

i Ueerosan cucrema Windows (WCS)

% Uentp obecneyenmnn GesonacHocTk

‘% Lentp obroenenna Windows

4 Wndpoearnan paiinosan cucrema (EFS)

Mozeonser yaanexHbim none...
Onpeaenser n nposepaeT yao...
¥3en cucTemel ANarHOCTMKK ... Beinonnaetca
¥Y3en cnyx6el gnarHocTMKn ...  Beinonxsetca
Mossonser pasmewyats ycrpo...
Obpabotka 3anpocoe Ha ycTa...
MpeaocTaenaer ceptndmiar ...

OBecneuneaer NpoBEpPKy KOH...
Moszeonaer go6aBnaTs, U3IMEH...
MozeonseT BEINOAHATE YCTaH...
Mossonser oTnpasnate u non...
Mepepaer daiine & poHosoM... Beinonwserca
Moseonser yaaneHHbIM NoNk...
B cnyxbe FDPHOST pasmewy,..
Cnyx6a WesPluginService pa...
Cnyx6a WSCSVC (uenTp Bes...

Brntouaer obHapyxeHue, cka...

HPEAOCTBBMQT OCHOBHYHO TE...

Beinonxaetca
Beinonwserca
Beinonnserca

INEPE3SATPYXXAEMCA!

OTtkntoueHa

Bpyunyto (aktmemposa...
Bpyunyro

Bpyunyto

Bpyunyto

BpyuHyio

Bpyunyro

Bpyunyto

Bpyunyto

BpyuHyio

Bpyunyto
Astomarnyecku (oTno...
Bpyunyto

BpyuHyio

Bpyunyto
Agtomarnyecku (oTno...
BpyuHyto (aktenposa...
AsTomarnyeckm (3any...

AANEE OTKPbIBAEM NPOBOAHWUK KOMMbIOTEPA MU NEPEXOAUM HA AUCK

:C\WINDOWS\SYSTEM32 ULLLEEM CNEAYIOLLME NPOrPAMMDbI

X @ 3alumTa goctynakc...

learn.microsoft.com

< 0O ¢

@ MpumeuaHve

[Mhatdopma 3aLmThl 4OCTyMNa K ceTn

HeAOCTyMHa, HadrHaa ¢ Windows 10

3awmra goctyna k cet (NAP) — 370 Habop
KOMMOHEHTOB OMepaLMOHHOW CUCTEMB,
KOTOpble NPeAOCTaBAAIOT NaaTdopmMy ANns

3allMleHHOro AocTtyna K YaCcTHbIM CETAM.

o System32
naBHas NoaenuTbea Bua
w3 A (C) » Wind 32
@ - 1 i « 3apesepeuposano cuctemoid (C) » Windows » System
b g Wz6pannoe L{I_MM . i HETE V:SMer
" mtxlegin. JOa/f
s %] mtdegih.dil 22/08/2013
o H”p"““ &) mitxoci.di 22/08/2013
1 TisAemnnS MEeTa % muifontsetup.dil 22/08/2013
- 2] P
atoyun cTen
%] MUILanguageCleanup.dll 22/08/2013
e [ MuiUnattend 22/08/2013
1% Sret Kemnerotep MultiDigiMon 22/08/2013
N g
; ﬂu,qeo %] mycomput.dil 22/08/2013
OryMETE! & mydocs.dll 22/08/2013
3 %]
; M“r‘;”"“ B pystify 22/08/2013
b M“ paweni [T NAPCLCFG 18/06/2013
| vyama &) ] 22/08/2013
m PaBouwii cron — o
Fr %] napdsnap.dll 22/08/2013
ApE3EpBHUPOBAHO C
(ST %] NAPHLPR.DLL 22/08/2013
o |4 NapitsP.dl 22/08/2013

Nokanexas cnyx6a
JlokansHas cnyxb6a
NokansHaa cuctema
JNokaneHas cnyxBa
JNokansHas cnyx6a
JNlokaneHas cuctema
NokaneHaa cuctema
NokaneHas cuctema
JlokansHas cnctema
JNlokaneHas cuctema
Ceresan cnyx6a
NokaneHaa cuctema
JlokansHas cnyxb6a
NokaneHas cnyx6a
JlokaneHas cnyxBa
JlokaneHas cnyxba
JNlokaneHas cucrema
JlokansHas cuctema



BK/TIOYAEM CNAYIOWMNE KOMMOHEHTbI

3] NAPCLCFG - [KoHdpurypauusa knverta NAP (JlokanbHbli KomnbioTep)\KAneHTbl NPUHYANTENbHO 3aLLuTbl]
®aiin  [Jeiictene Bug Cnpaexa
L o

& Eooprom eV o
o | KnuemTsl npuHyAUTENBHOI 3aLUMTS | =
» (] NMapameTpbi NONL30BATENLCKONO Mt

b 1 Mapamertpsi peructpaunm pabortoc % Knurer npwrymTenstoro kaparmwa ans DHCP
B Cropora, ucronssyowan IPSec
’l&mwmo Ha
!ﬁml 10ro ans EAP
B, Knverit NAP ans croporHed cospemention VPN

Omvena MNpumerTs

845 [IX  aWrauiickuin

2| NAPCLCFG - [KoHdurypaums kiveHTa NAP (JlokanbHbii komnbiotep)\lapameTpel permcrpay
®aiin  Jeiicteme  Bug  Cnpaeka
w263

FELCUt ROEMEPS RE AN LYYV [pynne: gosepennsix cepsepos

] Knmentel NPWHYAUTENBHOR 33LLNTE|
&[] MapameTpel NonL30BaTENECKOTO Wk
4 [ Mapamerpel peructpayum pabotoci

@ Tpynnbi 40BEPEHHEIX CEPBEPOR ! Er Hms rpynni:

p [ Monumaka 3anpoca

HoBan rpynna A0BepeHHbIX CepEep(

|Beaonau1b\ﬂ cepeep|

Hasan, Danee l

< >

MPOMUCBLIBAEM AIPECA

obecneunBaeTt 6e3onacHoe U HageXKHoe coeguHeHue
https://unfiltered.adguard-dns.com/dns-query

MOJIHbIA CMUCOK BE3AMACHbIX CEPBEPOB MOXHO NPOCMOTPETb - 3[ECb

BO/IbLLUOE KOJIMMECTBO YCTAHOBJ/IEHBIX BE3AMNACHbIX CEPBEPOB 3AMEANAOT CKOPOCTb MHTEPHET TPA®UKA NMPU MPOCMOTPE BUAEO !


https://unfiltered.adguard-dns.com/dns-query
https://arturdowgul.do.am/PDF/Hobby/izvestnye_dns.pdf

#: NAPCLCFG - [KoHdurypaums kaventa NAP (JlokanbHbli komnbroTep)\MapameTpsl peructpaumnm pab:

Qaiin  [eicteme Bng Cnpaexa

«=| 2@ BE

b [ KNWeHTBI NpUHYANTENLHON 3aLLMTE

1 || Mapametpei nonbzoeaTensckoro n

4 [ | Napamerpel peructpauun pabotoc
\ Tpynnbl goBepeHHbIX CEpBEPOE
[ Monwntuka sanpoca

#::] Kondurypauma knmenta NAP (Nlokane: [ E gty

o |

DoGaebTe URL-anpeca cepsepos ueHTpa
paboTtocnocobHoc

perncTpawm
, KOTOPbIM A0MXEH AOBEPATL ITOT KAMEHT.

URL-agpeca poseperHsix cepsepos:

URL-agpec Beepx

https://dns. adguard-dns.com/dns-query e

https://urfittered adguard-dns.com/dns-query

https://dns alidns .com/dns-query Wamerus
Yaamm

IInA Beex cepaepos AaHHOA rPyNNG! TPeGyeTCA NpoBepka
cepsepos (ttps:)

OANEE NEPEXOANM K NOJIUTUKE 3ANPOCA

#: NAPCLCFG - [KoHdurypauusa kaventa NAP (JlokanbHbii kommbtotep)\MapameTpbl perucrpaumm

Qaiin  [Jeicreme Bug Cnpaexa

e |27 BE

g] Kondurypaums knnenta NAP (Slokanst
b 0 Knuentsi NPUHYANTENBHOM 3aLLMTL
» 1 Mapametper KOrO WH
4 | MNapamertpebi pernctpaumn pabotoci

] Tpy AOBEPEHHBIX CEpBEp
(- Monutuka sanpoca

Monntuka 3anpoca

BoibepuTe anropuT™ X3WWPOBAHUA, KOTOPbIA ABHHBIA KNMEHT
WCNONb3YET ANA B3aUMOASACTBUA C LIEHTPOM PerncTpaLim
paboTocnocobHocT!.




% NAPCLCFG - [Konpurypaumsa kaventa NAP (JlokanbHblil kKomnbtoTep)\lMapameTpbl perucrpaumm
‘ Qaiin  Jeiicrene Bug Cnpaexa

e 25
i Komrrypoun avers NP s

b (2] Knuentel npuryay uy

b (] MapameTpbl NONL30BATENLCKOTO WH

4 | Mapamerpbi peructpaumm pabotoc
[ Tpynnsi AoBepeHHbIX CepBepoE
2 Nonwtuka sanpoca

|l
HAXAB ABOWHbIM LLEETYKOM MPOBEPAEM HACTPOWKY 3ALLUTbI CETU

| AN S System32

FnagHaa [logenntbca Bupg
— Bbipesatb
| | (X\ p ¢aMepemecnts & - X Yaanmts - m

M..|Ckonvpoearts nyTs

KonuposaTb Bcrasuth B . Cozpar
BCTaBuTh APABIC KOI‘IVIpOBaTb B E:ﬁl'lepemmeHoaaTb -
Bydep obmeHa Ynopaaouutb Cos,

@ < v 1T | < JlokanbHbiit guck (C:) » Windows » System32
' Buzeo A Vims I
F JlokymeHTs| e napipocun o
= 3arpysku </ NAPMONTR.DLL 21
E M306paxeHus NAPSTAT 21
b Mys3bika ‘W Narrator 21
lu Pabouuii cron @/ NaturalLanguage6.dll 21
&> NlokanbHbIi anck (¢ 7 nbtstat 21
| NcaApi.dll 21
@‘Ceﬂ: | NcaSve.dll 21

v €

Snementos: 3 340 BbibpaH 1 3nemenT: 61,9 Kb

|
@ 3awmTa goctyna K cetu A X o = -

Bam NnpeaocTaB/ieH MOJIHbLIN AOCTYN K CeTn.

OANEE ULLEEM
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Moaenntsea

D * Bbipezath

W] Ckonmposatb nyTh
Konupoearte Bcraguts P VT

[7] Beraswe apasik

Bua
Jn

B

bydep obmena

WX = B3

MNepemectuTs Konnpoeate Yaanute Nepeumerosate Co3aate

B N nanky

YnopaaounTe Cozpate

@ =+ = 1 | » 3toTkomnelotep * JlokankHsiii auck (C) » Windows » System32

[ata uameHeHus
21/11/2014 09:14
21/11/2014 09:13

Ceo#n

1 g OTKpbITb ~
v 4

# Viamenuts

cTBa
1 XKypHan
OTKpbITE
v o [lov
Tun

Pacwmpenne npn

Pacwmpenue npu

18/06/2013 16:48

JokymeHTt Micros

.;;‘ W3bpaHHoe ~ Wmsa
% Ismproxy.dll

& 3101 KOMNBIOTEP = luainstalldll

ls Downloads |t lusrmgr

B Bugeo 4 Iz32.dll

I Boxymenrel % Magnification.dll
k Msobpaxenus & Magnify

b Mystica </ main.cpl

Pabouuii cton .
® “ MaintenanceUl.dll

=> NokanbHblii auck (¢

B makecab
T R
| fanya manage-bde
L lmana v % mapi32.dll

AnemenTos: 3 506

BuibpaH 1 3nement: 141 Kb

22/08/2013 13:35
21/11/2014 09:14
21/11/2014 09:13
21/11/2014 09:14
21/11/2014 09:13
21/11/2014 09:13
21/11/2014 09:14
18/06/2013 17:21
21/11/2014 09:13

Cocrosnue: B O6wmii goctyn

Pacwmpenne npn
Pacwupenue npu
Mpunoxenue
JneMeHT naHenu
PacwupeHue npu
MpunoxeHue
Mpunoxexne
daiin cuenapwma V

Pacwupenue npu

BKNIOUUTb BCTPOEHYIO 3anUCb AAMUHUCTPATOPA CHATb GIaXKOK, YCTAaHOBUTb NapoJib

& lusrmgr - [JlokanbHble NONb30BATENN W TPYNMbl (10K
Qaiin  Jeiictene  Bug  Cnpaska
XE=H
& Jlokanshbie nonssosarent u rpy| Vina MonHoe uma Onucanne
[MonezoeaTent Elacfgs
IMHHNCT) (] admin CTRPOEHHAA
(5 Tpynne Ag patop dmi Berp )

CeoMcTBa: AAMUHMCTRaTOP

OBiwme | YneHcTBO B rpynnax I I'bomwhl

ﬁ AgMuHncTpaTop

MonHoe nma: ‘bdmin

Onmcanue:
KOMMbIOTEpE,/ NoMEHE

BcTpoeHHaRA yUeTHAR 3amick 3OMUHWCTPaTOD:

[ Tpefiosats cMeHs MEPONA NP CIEMYOLLEM EXDAS B CHCTEMY

[[] 2anpemms cMey MaponA nonssosatensm
Cpok aefCTEMA NEpONA He OrpaHMYEH
OTHAIQWATE YUSTHYID SANNCE

["] 3aBnormposats yueTHyio sanMcs

ra -
0K o
] o )

YCTAHOBKA NAPONA/AONONHUTENbHBIE AEACTBUA/3AOATH NAPO/b



®aiin  [Jeicreme Bua Cnpaexa
o 2@ XD = EE
& flokanswbie nonsscearenn u rp| Y MonHoe uma
7] Nonszoearenu & sar
o
AAMMHACTP... System Administrator P ————
# rocs
JononHuTensHbie geicTEnA
< >l < >

AOBABUTb YYETHYHO 3ANUCb AOMWHUCTPATOPA BO BCE NEPEYUCNEHHBIE 3HAYEHUA:

& lusrmgr - [JlokanbHble nonbL30BaTe

®aiin  [Jeidctene Bug  Cnpaeka
= zFdc=H

A& NokancHele NONLIOBATEAN U P | [ma

g ::':‘;::“Te”“ 115 USRS
e Agravkncrparopsl
@AAMMHHcrpaTopbl Hyper-¥
P rocm

K] athHECKME ONEPATOpLl

2 Onepatope apumea
On 0K
2% Onepatopsi NOMELLM NO KOHTPOAKD YUETH...
g OnbITHBIE NONB30BATENN
2 Nonesosatenn
@ Monssosatenn DCOM
2 Monb30BaTeny ypHAN0E NPOUIEOANTENEH. .
J& Nonbsosatenn cucremmore monuTopa
2 Nonszoeatenn yaanenHoro paGouero crona
P Monbsosatenn yaanenHoro ynpasnenma
e pennukarop
P Yurarenn wyprana coBsrmuii
@ WinRMRemoteWMIUsers_

OANEE ULLEM B NPOBOAHUKE

Jo D Lﬂ = | CpeAcTEa paBoTel € MPHAOKEHWAMH
m FnagHas MogeanTbes Bug ¥npaeneHue
@ = 1 | « 3apesepenposaro cuctemoi (5] ¢ Windows » System32
B — ——
"1':? WMzBpanHoe Wras : farta nzn
B 3arpyaxn %] netjoin.dll 22/08/20
“El HepasHue mecta %) netlogon.dil 22/08/20
B PaBounii cton ) netman.dil 22/08/20
@ netmsg.dll 22/08/20
1M IroT KoMNBOTER %) netplwiz.di 18/03/20
B Bugeo m Netplwiz 22/08/20
| DokymenTel %] netprofrm.dil 22/08/20
8 Jarpysku %] netprofmsve.dl] 22/08/20
| VsoBpaxerus %] netprovisionsp.dll 22/08/20
0 Myseika %) MetSetupApi.dil 22/08/20
=1 netsh 22/08/20

g Pafounii cton

i, 3apesepEnpoBana 4] netshelldi 22/08/20
(27 NETSTAT 22/08/20
%] nettrace.dl| 18/03,/20

?! CeTb

| MetTrace.PLA.Diagnostics 18/06/20



YuyeTHble 3anMcK NoAbL30BaTeENEn

Monssosateny | AononHuTEnsHD

Maponn

Bel moxeTe YNPABENATE XPAHALLMMKWCA HE 3TOM KOMNBHITERE NAQOAAMA.

¥npaeneHne naponamn

,ﬂ,OI'IOJ'IHHTE.I'IbH 08 YNpagneHne None30EaTENAMN

JnA 4oNoAHUTENEHOD YNPABNEHWA NONL30BATENAMN
Q wcnonesyite ocHactky "/lokaneHele noaesoeatTenn u rpynne’.

JononHuTensHo

BesonacHelii BX0g B CUCTEMY

[lna noeeieHna BesonacHocT mMoxkHo NoTpeBoeate, YyTobel
MONLI0BATENM HAXMMANK codetanmne knasuw CTRL+ALT+DEL
MEpes BXOA0M B CHCTEMY, 3TO FAPaHTUPYET NOABNEHUE
NOSNMHHOTS 3KPaHa ANA BX0AZ W 33LLMLLEET OT NPOrpamm,
MMUTUPYHOLLMX EXOA B CUCTEMY, YTOBEI EBIKPACTE N3ponk.

( TpeGoBate HaxaTUA CTRL+ALT+DELEI'D
—

A |
'-g‘ QK || OTMeHA | ﬂpﬂMEHHTh‘
|

AANEE HACTPAUBAEM AAANTAPBI CETU

npaBoﬁ KnaBuweii - LLeHTp ynpaBaeHUsa ceTamu U 06Lmm g4ocTynom

iy L4 Lo




p .

A

LleHTp ynpaBaeHus
ceTaMmum 1 ooLLLUM

LleHTp ynpaBAeHWA CETAMM M OBLLMM [

T EE « Bce.. » LleHTp yNpaENeHWA CETAMM 1 0BLIMM AOCTYT...

Manens ynpaenesns —
AOMALLIHAR CTPaHWLA

Mamenenmne napamerpos
ajanTepa

npOCMOTp OCHOBHbIX CBEAEHWIA O CET

MpocmoTp aKTMEHBIX CETER

Celi4ac Bel HE NOAKMI

W3MEHNTE AONOAHNTENBHEIE
napameTpel oblero gocTyna

L%

=

CETEBLIX Nap poe

Co3zgaHue W HacTpolKa HOBOTO NOoAKN @

CeTesule NOAKNOYEHNA

HacTpoiika LUMpoKONOASCHOT D, KoMK
HacTpoiika MapLUpyTU3ATOpa MaK Tou

Ynopagounte ¥

1 ._.@ <« Cetbu MnTeprer » CeTesble nogknrouenma v

¥cTpaHenne HeNonagoK

Ethernet

JuarHocTuka u ucnpaenedne nponel
YCTPEHEHWW HENONAACK,

> Ceresoii kabens HE NOGKNHOUEH
x T Kontponnep Marvell Yukon 88E8... | 3§

BecnpoBogHan cete
Her noginrouenna
BecnposoaHoi ceTesoi aganTep ..

gg.

NPABOW KNABULLEN OTKPbIBAEM CBOMCTBA

Cem | flocyn |
MNoaxnioyerme yepes:
&¥ Intel(R) Dual Band Wireless-N 7260

<

OTMeYeHHbIE KOMMOHEHTSI WCNONb3YIOTCA 3

v

[ M Cnyx6a noctyna k Paiinam 1 npuHTepam ceteit Micre
Mnarmposwwmk naketos QoS
[J -4 Mpotokon mynsnnexcopa cetesoro apanTepa (Mai
[J -4 Opaitsep npoTokona LLDP (MaitkpocoeT)

[J - Omeemun obHapyxeris TONONOrM KaHANLHOMO YPOE
[ -a- OvBeTuK OBHAPYXEHMA TONONOrWN KBHANLHOMO YPOE ¥
>

CobbiTus | Ynpasnexve anekTponuraHuem
Obwme LononHWUTensHo Opaisep Ceegexuna
E] Intel(R) Dual Band Wireless-N 7260
-2
MocTaBwmk apaiBepa: Microsoft
[ara pazpaboTku: 21/03/2013
A Bepcua npaiiesepa: 16.0.0.62

CeepgeHnsa

YctaHosuTs.... ‘
Onucarme

Yaamm

Mossonser A3HHOMY KOMNbIOTEPY NONYYaTs AOCTYN K
pecypcam B ce Maiikpoco®rT.

Caoitictea OTKaTUTL
OTKNIOYMTE

Ypanute

0K || Omera |

Uudposan nognucs:

Microsoft Windows

MpocmoTp ceBefieHuit o hainax ApaiBepoB.

OBHoBNeHWe ApafBepoB ANA 3TOro YCTPONCTEa.

Ecnu ycTpoiicTeo He paboTaeT nocne obHoBneH1s
fpaiisepa, oTKaT BOCCTaHaBNNBAET NPEXHUA
Apaiisep.

OTKNYeHne BbIBGPaHHOro YCTPORCTRA.

YpaneHwe gpansepa (4nNa onbITHbIX
nonb3oBsarenei).

OK OtmeHa




Kak Bbl XOTWUTEe NPOBECTY NOWCK ApaiBepoB ANA YCTpoidcTB?

Mouck apaiiBepos Ha 3TOM KOMMbIOTEPE

2 ABTOMaTWUECKWIA NOWUCK OBHOBAEHHbIX ApaliBepOB
Windows Byder BeCTH NOUCK NOCAEAHWX BEPCHMIA APaiBEPOB ANA YCTPORCTEA Ha
3TOM KOMNBIOTEPE 1 B VIHTEPHETE, €CAW NOAL3OBATENL HE OTKNKIHIMA 3Ty
GYHKUMIO B NapaMeTpax yCTaHOBKA YCTPORCTEA.

Wckats gpaiieepsl 8 ciegyouem Mecte:

v

0O630p...

[¥ BrAtouan BnoxeHHLIE NaNK

2 BbINoNHWTL NOWCK APaBEepPOB Ha ITOM KOMMbloTepe
MoWck 1 ycTaHoBKa ApaHBEPOB BPYUHYHO.

= Buibpath ApaiiBep 13 CNncka yxe YCTaHOBABHHbIX APaiBEPOB
B 3TOM CNUCKe NePEUMCAAIITCA BCE YCTaHOBNSHHLIE APaHBEPE!, COBMECTUMBIE ¢ 3TUM
YCTPOWCTBOM, 3 TAKXKE APANBEPSLI AN YCTPOWCTS TOW Xe KaTeropum.

OtmeHa

YCTAHABJ/IMBAEM [, PAMBEP OT MICROSOFT

(<

BLiGop ceTeBoro agantepa

LenkHnTe No Ha3BaHMIO CETEBOrO aganTepa, Haubonee COOTBETCTBYIOLWLETO Balemy
e, obopyaoBaHuio, 3aTem HaxmuTe kHonky “"fanee”. Npy HAAUYMKM YCTAHOBOYHOTO AWCKa ANA
3TOW BO3MOXKHOCTU, HAXMUTE KHOMKY "YCTaHOBUTL € AncKa".

[¥ Tonbko coamecTmble ycTpoiicTBa

CereBoii agantep:
# Intel(R) Dual Band Wireless-N 7260 (Intel)
g Intel(R) Dual Band Wireless-N 7260 (Intel)

Intel(R) Dual Band Wireless-N 7260 (Microsoft)

[ s Apaiisep umeet undpoByIO NOANUCE.

CBeneHWA O NOANWCLIBAHWM ApaiiBepos YCTaHOBATL € ANCKa...

OrtmeHa

BAXKHO: Ecam B npouecce paboTbl KOMNbOTEPA HAYUHAKOTCA NPo6aeMbl ¢ coegUHEHUEM, NPo6aemMbl C TPOCMOTPOM
MHTEpHEeT BUAEO, BCErga yCTaHaB/iMBaemM CaMblii NepBblii ApaiBep KOTOopbIi ecTb Ha Komnblotepe. MPAKTUYECKU
BCErA4A PELLUAET NPOBJZIEMY C UHTEPHET NMPOCMOTPOM BUAEO.

Cobuitun | YNpasnexns sNsKTpONUTEHNEM
Obwme | L ononHHTEnsHO Apaisep CeepsHuA

5. Intel(R) Dual Band Wirsless-N 7260

MocTaewmk apafBepa: Microsoft
Dara paapabotku: 21/03/2013

Bepcun gpaiteepa: 16.0.0.62
Uucbposan nognuce: Microsoft Windows
CeepsHua MpocmoTp ceenequni o dainax Apaieepos.

OBHOBUTS... 06 Ans atoro

Ecnu yeTpoicTBo He paBiotast nocne oBHoBNeHUs

OTKaTHTL ApafBepa, OTKAT BOCCTAHABNMBABT NPEXHWA
Apaisep.
O O Gpa i
VoanuTe Ypaanexue apafieepa (ANA onbiTHBIX

nonb3oBaTenen).

3aKpeiTe: OTMeHa

DANEE OCTAB/IAEM HEOBXOAUMDbIE ®JTAKKHN



g bBecnpoeoaHan ceTh: CBOWCTEA

Cem | Ooctyn

Mo nioueHue Hepes:

El? Becnposogroi ceTesoit agantep Qualcomm Atheros AR!

CmMEYEHHEIE KOMIOHEHTEI WCNONBESYHOTCA 3TAM NOOK MHYEHWEM

.Q Mnanupoewmi naketos QoS ~
[ - MNpoToken Mynennexcopa cetesoro agantepa (Mai
[ & Opaiteep npoToxona LLDP (MaitkpocomT)

[ & OTeeTMK oBHapYkEHUA TONONOTAM KSHANLHOMD YDOE
[] & OTeeTmK oBHIpYXEHWA TONONOrMM KaHANLHOMD YPOE
<& MpoTokon MutepHeTa sepcim & (TCP/IPvE)

IS MNpoTokon MuTepHeTa sepovm 4 (

>

Crmcanume

MpoTokon TCP/IP - cTaHaoapTHeN npoTokon rnofansHee
ceTell, oBecneuMBaoWMA CEASE MEXDY D3 MHMIHEIMK
B3aMMOAEACTEYIOWMMIA CETAMM,

OK || Cmena |

JononHutensHele napameTpel TCP/IP

MapameTpel IP I DNS | WINS

WINS-agpeca, B NOPAAKE MMONb30EaHMA:

NobasuTh. .. WameHuTb... Yaanuto

WcnonbsosaHue npocroTpa LMHOSTS BAMAET Ha BOS NOAKMKHEHKMA,
Wononesyrowme TCPIP,

BrA4MTE npocMoTp LMHOSTS Wmnopt LMHOSTS. ..

MapameTpel NetBIOS

O Mo yMonuaHWKo:

WenonbsoBate NapaMeTpol NetBIOS, nonydYeHHbE ©
DHCP-cepeepa. ECNM MCMone3YETCA CTaTHYSCKMIA [P-agpec
M DHCP-cepsep He yKasbiBaeT napameTpel NetBIOS, To
BrMOUMTE NetBIOS uepes TCRIF.

() BrntoumnTe NetBIOS uepes TCR/IP
f (®) OTRAKCYMTE NetBIOS Yepes TCPHPR

Q| _o__@| —

[Hanee nwem



A

g

@ > T i MNaHenkb ynpaeneHna » Bce sneme

[MpocmoTp oc¢
MNaHens ynpasneHna —

OMalLHAA CTpaHuLua
A panm MpocMoTp akTuBt
N3meHeHne napameTpos

ajantepa

Freebox-456!
ObwepocTynt

N3MeHWTL AonONHUTENbHbIE
napameTpsbl obLero goctyna
N3meHeHwme ceTek

a . —-

M3meHeHwne napameTpos obLiero 4ocTyna AN pasnuuHbIX ceTeBbIX Npoduaer

Windows co3aaet otaenbHblii ceTeBoid npodunb AN KaxAoiW MCNonb3yeMoid ceti. [Ina Kaxaoro npoduns Bel
moskeTe BeibpaTe ocobble napameTpsl.

YacTHas ‘\_I/‘
FocTeBan uau 0bLLEAOCTYNHAA (TeKyLWMIA NPObWAL) (™)

Bce cetn

OB6LWUiA AOCTYN € NAPOABLHON 3aLMTON

Ecm BKAKOUEHA NaponbHAaN 3alUKTa OBLLEro 40CTYNa, TONBKO NO/b3OBATENM C YUETHON 3ANUCBIO U
naponem Ha 3TOM KOMNbOTEpE MOTYT NONYUYMTL AOCTYN K 06LIMM daiinam, NnpuHTepam,
NOAKNOYEHHBIM K 3TOMY KOMMbIOTEPY, 1 06LWMM nankam. YTobsl oTKpbITL ACCTYN APYrAM
No/BL30BATENAM, HYXHO OTKAKOUMTE NApO/EHYHO 3almTy obuiero gocTyna.

BiatounTb 0BLWMIA 4OCTYN € NAPOBHOM 3aLWUTOR

C ¥ CoxXpaHuTb U3MeHeHWUA } OtmeHa

A AOCTYN C NAapOALHOW 3alllw

OANEE 3AXOAWM B NAHE/Ib YNPABNEHUA



=

HacTpoiika napamMeTpoB KOMNBIOTEPa  Mpocworp:

Flash Player

ApmuHncTprposanne
i&' BocctaHoeneHne

=1
S luckosele npocTpaHcTea

2 [ncneryep yueTHBIX AaHHBX

¥ Nomawumaa rpynna

& 3syk

#5 McTopus dainos

F Meiws

ﬁ, MapameTpbl NHAEKCMpPOBAHWA
TMapameTpel pacnonoxerus

3 Mogkntouerns k yganenHeim pabou...
Mporpammel no yMonyasno

& Pacnosnaeanne peun

Bce 3neMeHTbl NaHENW yNpasaeHra

@ - 1 B » Men. » Beeane..

w| & Mowck B nanenwn ynpaenenma O

Menkmne sHaukn ¥

(g Asrozanyck

0 Bpanamaysp Windows
j',ﬂ.ara W BpeEMA

=4 Aucnetuep ycrpoiicTe

B3 [obaenenne komnoredTtoe B Windo...
=] SawmrHuk Windows

B 3nzukm obnactu yeeaomneruii
2 Knaswatypa

l MaHens 3apa4 1 Hasuraums
MapameTpel nanok

g MNepconanusauma

Tporpamms! 1 KeMIOHEHTI
B PaBoune nanku

9 PernoHansHele cTaHgapTel

@ - 1‘ :h;, 3 rlﬁHEJ'Ib}"I'IpEEJ'IEHHR » Bce snemenTel nanen

MaHens ynpaeneHns —
ACMELLIHAR CTPaHULA

'@' Juncnetuep ycTpoicTe

'@' HacTporiika yganeHHoro
Aoctyna

@ 33LLMTa CMCTEMBI

@ JononHUTENEHEIE napamMeTpbl

CHCTEME]

HpDCMOTp OCHOBHbIX CBE

Beinyck Windows

Windows 2.1 NMpodeccnonas

@ Kopnopauns Maiikpocod
2013. Bce npaga 3aLymieHsl

MonyunTe 4ocTyn K AononH:
YCTAHOBME HOBbBIN Bbimyck W

Cucrema

Mpoueccep:

¥cTaHDBNEHHAA NAMATE
(03¥)

Tun cucTeme::

Caoiictsa Gpaysepa & Cemeiinan Sesonacrocte Mepo W CEHCOpHBIA BEDA

4| Cucrema @ CReunantHbIE BOSMOMKHOCTI

Kran KOMMOBHITERE, HMA A0MEHE

TenedoH 1 mogem | Ynpasnenne usetom

CeolicTea CHCTEMB [ x i, 3alWwmTa cucTeMbl Ans 3apesepBUpoBaHO CUCTEMO... x|

WA komnstoTepa OBopynosaHie MapamMeTpel BOCCTaHOBNEHWMA

[pnonHvTensHo JawmTa cucTeMsl VOaneHHeI gocTyn

BrnroNeHME 3AUMTEI CMCTEMBl NOSBONAET OTMEHATE HEMENATENBHRIE
M3MEHEHWA, BOSEPALLEA KOMNBOTEP B COCTOAHWE Ha Bonee paHHlﬂﬁ

e Yrofikl 0TMEHMTE HEXENETENEHEIE W3MEHEHWA, nmonba)‘m\e MOMEHT BPEMEHH.

A SALUWTY CACTEMEI.
) BRMIO|MTh SELMTY CHCTEMbI

BoccTaHoENEHME CUCTEMEI () OTKAKYUTD 3SLNTY CMCTEMbI

JInA oTMEHE] HEXENATENEHEE MSMEHEHMIA

CHCTEMEI BBl MOXKETE BOCCTAHOBMTE BoccTanosmt. .
COCTORHME KOMMEHITEDE,
COOTEETCTBYIOWEE NPEdbl AYLLEH TOUKE Mcnonez0BaH1e AWCKOBOrD NPOCTPEHCTEa
BOCCTAHOBNEHWA.
MapamMeTpe! SaWNTH! Bel MOMETE YKE33Thb MaKCMMANEHEIA 0fbeM AWCKOBOrD NPOCTPAHCTES,
MCMONE3YEMOro QYHKLMEN SALMTEI CUCTEMEL Mo MEPE M0 3aMN0NHEHMA
OocTynHbie micku 3awnta CTapbie TouKK BOCCTAHOBNEHMA ByayT yaanaTbes, YTobel oceoboamTe

u MECTO ANA HOBLIX.
i?.apesepﬁnposaﬂo cuctemoi (C) (.. OmcnoueHo a

McnonesyeTca cefuac: 0 baiT

MaromanbHoe
WONb30BaHHE:

HacTpoiika napameTpos BOCCTEHOBNEHWA,
YMPEENEHWE AMCKOBEIM NPOCTPEHCTEOM M
YAANSHWE TOYEK BOCCTAHOBNSHWA.

Hactpouts... 10% {5.08 B)

YaaneHWe BceX TOMEK BOCCTAHOBNEHWA ANA 3TOr0
Cospats... OWCKA, ¥naniTe

! MpHMEHHTE J

YTofkl cOS03TE TOUKY BOCCTAHOBNEHMA,
HEOBXDAMMO CHEYANE BKNIYTE SALLUTY,
EbIGpEE MMCK W HEXEE KHOMKY "HacTpouts ™.

Crmmena MpurMeHTE

OANEE ULLEM



CBOWCTBa CMCTEMbI

Wrn komnetoTepa I Ofopynoearue

JTononHuTensHo I ZawmTa cucTeMel | YHaneHHsIi gocTyn

—_—

¥ aAneHHEIA NOMOLLHKMK

PESpeLLIHTb MoK YEHWA Y AANEHHOM 0 NOMOLWHWKE K 3TOMY

KOMMERTERY v
470 NDOWEKDIMT NP BKIIOHEHIM YIANEHHOTD NOMOULHMKE? [NapameTpsl yAaneHHOro NoMoLHUKa -
\ [ononHuTensHD Bel MoxeTe OrpaHUYKTE BPEMA MCNONES0E3IHWA YOaNeHHOr 0 NOMOLWHWKE Ha
STOM KOMMBOTEPE.
YoaneHHeii paiounit cton B e o e

BiGepnTe BAPMEHT W YKEKMTE, KOMY PE3PELEHO MOOKIIHEHHUE . [ | PaspeiwnTs yaaneHHoe yrpaBneHe 3TvM KoMbITEpoM

(®) He paspewaTh yianeHHbIE NOAKIIONEHMA K STOMY KOMMbIOTEPY Trmusi

(0) PaspewmTs yaansHHele NOLKMIOUSHIA K STOMY KOMSHOTERY ZapaiiTe NpenentHEIR CPOK, B TEYSHWE KOTOPOro MpWrNEWeHE

MOXET OCTAEATECH O TKPbIThIM

| PaspeiwnTs NoAKMOYEHMA TONBKO C KOMMNBIOTEPOS, HA KOTOPLD
pafoTaeT yaaneHHsIit paBoumil CToN C NPOBEPKO Mo ATMHHOCTH |1 w
HaE YPOBHE CETW (DEKOMEHIYETCH)

|MHH. V|

D COSD.EIEE'I'b APWrN3WEHMA TONEKD ANA KOMOBHOTEPOE C CUCTEMOR

et | BeiGpats nonssosarened... | Windows Vista unv Hosee
—
| 0K | | Cmmera | | MpyuMeHUTE | | OK \Jﬁ | Ommera
CBOWMCTEA CMCTEMEI
MmA kKomneloTepa I OfopyoosaHue |
LononHnTensHo I JawmTa cucTemsl | Y naneHHLIA gocTyn

yﬂ.aJ'IEHHbIn MOMOLLLHIAK

O PazpelwmTe NoAKNKYERWA yOSNERROT O NOMOLLHMKE K 3TOMY
KOMMEHTERY

Y70 NpOMCXoaMT NpK BKNOYEHMN YAANEHHOMD NOMOLWHWKE 7

[ononHWTensHa. .

YoanenHent pabodnid cton

BrifepiTe BEPMEHT 1 YKEXMTE, KOMY PESDELIEHD NOQKMIOYEHWE .

(®) He paspewaTs ymaneHHsIe MOLQHIOUEHIA K 3TOMY KOMMEOTERY
() PaspewmTs yaansHHeIE NOAKIIOUEHUA K 3TOMY KOMMBKTEpY

| PaspelunTe NogKnioYeHWA TONBKD C KOMMBIOTEPOE, HE KOTOPBLX
pafioTaeT yaaneHHeIH paBiouui CTON © NPOBEPKOA NOATMHHOCTI
Ha YpOBHE CETW (pEKOMEHIYETCA)

Nomods BHIGDETE | BriBpate nonezosaTensi... |

'1'1 QK | | CmaeHa | | npl-‘IMEHHTbW

[ANEE



CeOMCTBa CUCTEMEI

| Mma komneroTepa | (o] 1M ‘
[LononHuTensHo | ZawmTa cHCTEMB I YaaneHHod gocTyn ‘

NEPEYUCIEHHBX NapaMEeTPOB.

BolcTponeiicTeme

BnsyanbHble sdderTsl, MCNONES0EEHUE NPOLECCOPA, ONEpaTEHOA i

BAPTYENEHOA NaMATA

Mpothuni NonksosaTened

[NapameTpe pafiousro cToNa, 0THOCALUMECA KO EXOAY B CACTEMY

Jarpyska U 50CCTAHOBNEHNE

3arpyska n BOCCTAHOBNEHNE CHCTEMBI, 0TNAA0MHER MHBODMELNA
MNapameTpe...

MNepementibie cpedsl...

Heofixo Mo MMETE NPEBa aAMAHWCTRETOPE ANA WSMEHEHMA GONBLMHCTES

| ok

| | Crmmena | | Mpurmernte |

MapameTpel BoiCTpOAEHCTBMA

| MpeaoTEPaLLEHIe BEINOMHEHMA AaHHEIX
BusyansHbie sthibekTsl fononHutensHo
—_—

PacnpeseneHue BpemeHy Npoueccopa

BeifiepuTe cnocol pacnpeneneHa PeCYPCoB MPOLECCODa,

OnTMMaupoBaTE pabioTy:

(C)nporpamm | (@) cnywf, paioTaiowm B hoHosoM pemma

BupTyansHan nanaTe

Dain NOAKEHKK - 3T0 0BNACTE Ha MECTKOM AMCKE,
WCMONb3YEMER ANA XPAHEHMA CTPEHUL BUPT YansHOM NaMaTu.
OBwmi ofibem daiina NoaKa|KK Ha BCEX

AMCKAx: 1280 MB

WsmeuTs. ..

0K

+Jf

| | Otmera m MpMEHUTE ”
—

NOCNE YCTAHAB/IMBAEM BCE HEOBXO4MUMbI L PAUBEPA /19 CACTEMbI (BUAEO U AYAUO, ABANTEPOB)
N COXPAHAEM KOH®UTYPALUIO CUCTEMbI ANA HENPEABUAEHHOIO BOCTAHOBJIEHUA

OANEE BXOAMUM B NAHE/b YMPABNEHUA U USMEHAEM CBOMCTBA LEEHTPA NOAAEPXKH

€

>~ 1 55l » Nawens ynpasnenun » Bce 3nemenTs NaHens ynpasnexus

HacTpoiika napameTpoB Komnbtotepa

Anytime USB Charge
Utility

%

{2 AamuHuCTpupoBanve

b

Aucneruep ycrpoicTs

3Hayku obnactu
yBeAOM/NEHNIA

MNapameTpbl
VHAEKCUPOBaHNA

Mepconanunaaumna
Pabouve nankun
Cucrema

YCTpoiAcTBa U NpUHTEpPbI

LieHTp cuHxpoHu3aLmm

P @y a N

@ A2 Pl

AnerTNANUTAHUA

Flash Player (32 6ura)

Bpatnamaysp Windows

Aucnetyep yuetHbix
AaHHbIX

Wcropwa ¢aiinos

MapameTpbl Nanok

MNoakntouenus K
yAaneHHsIM pabounm

Pacno3HaBanve peun
CneuuanbHble

BO3MOXHOCTA

YyeTHble 3anucv
nonb3oBarenei

UenTp ynpasnexus
cetamu 1 obmm
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& TMowcK B NaHen ynpasneHus

MpocsoTp:  Kpynbie 3HaukH -

HD-rpaduka Intel ® | &, Java .é AsTo3anyck

Boccravosnenue [lata v Bpema

Aomawhas rpynna Sawmrhuk Windows

@} 3ByK

Knaeuatypa Meiwb

— HaBUTALMA
MapameTpbl NnaHweTHoro MNapameTpbl
KoMnbloTepa pacnonoxeHus

Mporpammel n
KOMMOHEHTBI

Moura | ]

@ ymonuanmio

PervoHanbHble CTaHAapTsl Csoiictea 6paysepa

Tenedon u moaem Ynpasnexue usetom

Llentp MobunbHoCT
Windows

Llentp obHoBACHUA
Windows

Wudposanme aucka

BitLocker el

! AkpaH

[anee cnepyem HacTpoliKe KaK Ha U306paxkeHuu

g [Auckossie NnpocTpancTea

Manenb 3a0a4 v

/ Mepo 1 ceHcopHbIil BBOA

;1 Mporpamme: no

"}R CemeiiHan Ge3onacHocTs

yl\ Ycipanenve Henonaaok

‘P’ LleHTp noaaepxku



€« @ v 1 W - Bce 3nemenTbl naHeu ynpasnenus » LIeHTp noaaepxku

MaHens ynpasnexns —
AOMaLUHAA CTPaHMLA

MapameTpel LieHTpa
noaaepxKn

W3meHeHWe napameTpos
KOHTPOAIA Y4ETHbIX 3anuceit

W3meHeHve napameTpos
Windows SmartScreen

MpocmoTp apxuBa coobLieHuni

Cm. Takxke
Wctopua daiinos
Llentp obHoBAeHna Windows

CpeAcTBO ycTpaHeHu s
npo6aem ¢ COBMECTUMOCTbIO
nporpamm Windows

MpocMOTp NoCNeAHVX COOBLLEHUIA 1 peLleHe Npobaem

LleHTp noaaepxku He obHapyxun npobaem.

be3sonacHocTb @

v ¢ [louck B naHenu ynpasaeHua

ObcnyxuBaHue @

Mounck pelleHnii Ans ykasaHHbIX B OT4eTax Npobaem "KatouYeHo
Mowuck pewwenuii | 3asenexve o koHpuaeHumansHoctv | MapameTpel
| Mokasatb xypHan cTabunbHocT paboTel
AsTomaTuueckoe obcnyxusaHe [leiicTBuii He TpebyeTca

[lata nocneaHero 3anycka: 02.09.2023 17:24
Cucrema Windows aBToMaTu4eckut NAaHUPyeT 3anyck AeCTBUIA No 0BCyXuBaHUIO
KOMnMbloTepa.

% Hauars obcyxusanve | VsMennTs napameTpsi 06CnyXmMBaHMA

JomaluHss rpynna JloMaluHsa rpynna HeaoCTynHa
Bbl He MOXeTe ceryac noayuuTb AOCTYM K AOMALLHEl rpynmne Uam co3aarb ee.

MpocMoTp NapameTpos AoMallHel rpynnbl

WcTopus daiinos OtkntoueHo

Mctonua daiinor atkaouena

@ =/ ) Y’ « LleHTp noaaepxkn » MapameTpbl oTHeTOB O Npobaemax

Bbl6€pVITe, Korga cnefyet BbIMOJIHATE NPOBEPKY Ha Ha/numne peu.leanﬁ ANA

OTYETOB O npoﬁnemax

Otnpaseka oT4eToB 0 Npobiemax B Kopnopauuto MaiikpocodT NO3BOAUT BaM NOAYYaTb BapuUaHTbl PELIEHUH,

KaK TONbKO OHW ByAyT AOCTYNHbI. Bbl MOXeTe ykasaTb, kakve cBefeHus byayT oTnpaBAsTLCA.
Kakve cBeaeHuns otnpasastotca?

HekoTopble mapameTpbl 3a4aeT CUCTEMHBIN aAMUHUCTPATOP. YTOBbI U3MEHUTL WX, NepeiianTe K
@ 3menenvio napametpos otueta Ans Bcex noboBareneit.
Mouemy s He MOTY U3MEHUTL HEKOTOPbIE NapameTpbI?

ABTOMaTUYeCKN npoBepATb Hann4vue peLIJeHIAﬁ
ABTOMaTUYECKM npoBepATb Hasn4ne HOBbIX peLLIeHVIﬁ nnpu HeOGXOAMMOCTM OTNpaBAATh
AONONHUTE/IbHbIE AaHHble OTYeTa

Kaxabiii pa3 npv BO3HWKHOBEHUU npo6.neMb| cnpawuBaTtb MeHA O HeobxoanMOoCTU noucka pemeHMﬁ

@ He npoBepATb Ha HaNnMuKe HOBBIX PeLLeHwii (He pekoMeHayeTcs)

paTb NporpaMme

MpocMoTpeTh 3anBaeHMe O KOHGUAEHLMANBHOCTU OT4eToB 06 olwmnbkax Windows

v & [louck B NaHenn ynpasneHus

o

OK

OTmeHa
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MapameTpbl 0TUETOB O MpobaeMax - °

* 17 W - Lentp nogaepxkn * Mapamertpsl oT4eToB o npobiemax v & TloUCK B MaHenu ynpaenexus L

Bbl6epl/ITe, Korfia chefyet BbINONHATbL MPOBEPKY Ha Haanuyue pEELlJeHVIﬁ Ana
OTUETOB O npoﬁnemax

OtueTsl 0 Npobaemax

Kakve napameTpbl oT4eTOB 0 Npobaemax Bbl XOTUTE MCMO/b30BaTh A/ BCEX
nosab3oeatesnen?

() ABTOMAaTUYECKM NPOBEPATL HANUUMNE PELLEHNIA (DEKOMEHAYETCH)

l:_:' ABTOMaTUYECKMN npoBepATe Ha Han4YKne HOBbIX pemeHmﬁ nnpu HeOGXO,ﬂHMOCTM OTNpPaBAATE AONOAHWTE/IBHbIE
A3HHble

Kaxabii pa3 Nnpu BO3HUKHOBEHWN I'IpOﬁﬂeMbl oTobpaxarb 3anpoc A0 NPOBEPKW Ha Hanu4une pELIJEHVIﬁ

@ OTMmeHa

He NpoBEPATE Ha HaAU4Kne HOBbIX peLI.IeHI/IIﬁ (He EeKOMeHAYyeTCA

) PEBPELLI UTb KaXXA0MYy NOAb30BaTeNto U3MEHATL NapaMeTpbl

3asBaeHne o KoHbuaeHUMaNbHOCTK (B MIHTepHeTe)

MN3meHnTb NnapaMeTpbl OT4eTa 414 BCeX NONb30BaTENEN
BbI6paTh NporpamMmel, MCKIHO4aeMbIe M3 OTUeTa
MpocMoTpeTh 3asBAeHVE O KOHPUAEHLMaNLHOCTU oTYeTOB 06 ownbkax Windows

OK OtmeHa

Mocsie Yyero OTKPbIBAEM KOMaHZHYIO CTPOKY C NMpaBamMu afMMUHMUCTPATOPa M OTK/I0HaeM aBToMaTMYecKkoe 0bC/ysKnBaHme
NPy NOMOLLY KOMaHAbl:

reg add "HKLM\Software\Microsoft\Windows NT\CurrentVersion\Schedule\Maintenance" /v "MaintenanceDisabled" /t
REG_DWORD /d "1" /f

AANEE BXOAUM B NMAHE/Ib YNPABJIEHNA OTKPbIBAEM CUCTEMA

@ B TERERA TEaEAEA:
(; ~ 1 B8 » Nawvens » Bce

- o ma

v & TloUCK B NaHeNy ynpasneHna p

naxenu

Hampoﬁxa napamMmeTpos KOMMNbroTepa MNpocmotp:  KpynHbie 3Hauku *
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Anytime USB Charge
Utility
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Flash Player (32 6ura)
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HD-rpaduka Intel®
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(| AAMUHUCTPUpOBaHUe BpaHamaysp Windows ‘ Boccranosnenue [lara v Bpems [lvickoBble npocTpaHcTBa
Q " Aucnetyep yueTHbix " )
Aucneruep ycrpoiicts A Q% [omaluHsa rpynna SawwmtHuk Windows h—;‘} 3ByK
N E)

3Haukm obnactn

Pabouve nanku

‘j YCTpoicTBa v NpuHTEpb!

(-

LleHTp cuHXpoHM3aLum

\
SnekTponutaHve

B EES T

Pacno3sHasaxuve peun

CneumansHble
BO3MOXHOCTU

YuertHble 3anvcu
nonb3oBarenein

LieHTp ynpaenenws
ceTAMU 1 o6LLIUM

A3bik

¢ @

B
U

PervoHaneHble cra HAapTbl

TenedoH u mosem
LleHTp MobuabHoCTM
Windows

Wndposanwue ancka
BitLocker

Csoiicrea bpaysepa

)’npaBneHme useTom

LeHTtp obHoBAEHUS
Windows

Wpudte

N tpsmEN]

MaHenb 3aaay

5 Wctopus daiinos «<» Knasuartypa Mbiwb

== YBeAOMAEHWIA HaBuraums

, Mapametpsbl g MapameTtpbl niaHwWweTHOro MapameTtpbi "

e P P MapameTps! nanok “ i P &= P P Mepo 1 ceHcopHbIl BBOA

7 UHAEeKCMpOBaHWA KOMMbtoTEpa ¥ pacnonoxenus

Moakatoueruna K n n
y <~ [porpammel u porpammsi no
“ Mepconanuzaums Moura !
Lt L yAaneHHbiM pabounm h'~ KOMIMOHEHTbI ymonuaxuo

CemeliHan H6e3onacHocTb

)’crpaHeH ne Henonagok

LleHTp noaaepxku

SkpaH



CBOWCTEA CMCTEMBI

WMrap komneoTepa I OBopynosaHe
NononHUTENEHD | JEWMTE CHCTEMI | ¥aaneHHeIR oocTyn

H1ofkl 0TMEHMTE HEXENATENEHEIE MSMEHEHIRA, WMCNoNL3YATE
SAWKTY CUCTEMBI.
-

BocoTaHoEnEHWE CUCTEMEI

[na oTMeHEl HEXENETENEHBI MEMEHEHIMIA
CMCTEMBI Bbl MOXETE BOCCTAHOBWTE
COCTORAHME KOMMEHTEDE,
COOTEETCTEYIOWEE NPeOblAyLLER TouKe
BOCCTEHOBNEHWA.

MNapameTpbl SELATEI

BoccTaHoBWTE...

NocTymHbIE DMCKK JawmuTa

a3apesepﬂnpusaHu cucTemoi (C) (.. BrnioueHo

HacTpoiika NapaMeTpos BOCCTAHOBNEHWA,
YMP3EENEHWE QMCKOBLIM NpOCTREHCTEOM K
YAANEHKE TOUSK BOCCTEHOBNEHWA.

Cos0ate ToYKy BOCCTAHOBNEHWA ONA QMCKOE C
BKNOYEHHOR ©YHELMEH SSWWMTEI CHCTEMEI.

I

Fi
91 QK || CmaeHa |!|_||:II-1MEHL-1TI: |

Mocne vero 3axoaum 8: MAHE/1b YNPAB/TIEHNA/AOMWUHUCTPUPOBAHUE/C/TYKBbI oTkAt04aem cieaytoLmin
KOMMOHEeHT. [1nA co34aHNA HOBOM TOYKM BOCCTAHOB/IEHMA STOT KOMMNOHEHT CHOBa TpebyeTcs BKAtoUMTb! MNMocne co3paHus
TOYKM BOCCTAHOB/IEHMA CHOBA OTKAOUMNTD!

% Mporpammusiit noc (Mi ft) Ynpai

Mm Mporpammsiit TEHEBOro KONMp (Mi

Onmcanve: b nporpar co3aaHnemM ~
Konwit cyxGoi TEHEBOro KONMPOBAHNA TOMA.
Ecnu ata cnyx6a ocTaHosneHa, To ynpasnesme

NPOrPaMMHbIM CO3ABHWEM TEHEBLIX KONt Y,
WcnonHaemsiit pain:
C:\WINDOWS\System32\svchost exe « swprv
Tun sanycka: Omcmosera v
Cocrosrme: Ocrarosneria

3anycmms OcTaHosums MpuocTaHosuT MNpogomxums

Boi moxeTe YKa3aTb NapameTpbl 3anycKa, NpMMeHAEMbIE NpK 3anycke
cnyxGbl US 3TOr0 AMANOrOBOro OKHa.

[0k ][ owea | [ Mamserins

MNEPE3ATPYAEM KOMIMbIOTEP!

EC/IU COEANHEHUE C MHTEPHETOM HE NPOUCXOAMUT - NEPE3ATPY3UTE MOAEM!



No34PABJIAIO Bbl YCIELIHO U CAMOCTOATEJIBHO
ONTUMMU3NPOBAJIN CBOU KOMIMbIOTEP!!!
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